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Abstract:

What are the benefits and issues with correlating identities across the enterprise? What are the issues relating to cross walking and characteristics of identifiers? What strategies are there for getting the most out of logging? It’s important to know if an identifier has been reassigned, for instance, when using it for access to restricted spaces. Are there new institutional processes we should consider, such as logging in to register your IP address and binding an IP with a user? This session will explore these questions and offer a set of common requirements. 

Speakers:
· Thomas J. Barton, Senior Director for Integration, University of Chicago

· Mark Berman, Director, Networks and Systems, Williams College

· Michael Conlon, Director of Data Infrastructure, University of Florida

· Jens Haeusser, Director, Strategy, The University of British Columbia
Q: What identifiers are important? What problems and/or challenges do you see?

Tom Barton:

· Massive logical join, need to reflect that back out to systems.

· Without a way to identify users, hard to provide service.

· Without an available IdM service to utilize, systems tend to make their own.

· Identifiers knit together the various systems…

· Benefit in reducing SSN usage, but need a better solution to use in its place

Jens Haeusser:

· IdM systems are about people, ultimately

· Need fundamental clarity, mapping human user to identifier.

· Identity is on the rise as the key driver, but identifiers are proliferating too broadly within the org.

· PII needs to be reduced

· Need to be able to audit, which user was using which system, when?

· Unique identifier critical in connecting systems and users. Users have multiple roles, which may change over time. Similarly usernames may change over time. Systems need to be flexible enough to accommodate this over time. Systems consuming these identities may have difficulties…

Q: Are behind the scenes identifiers opaque? 

A: Core primary identifiers often are, but others keyed off of it often are not.

SSN abatement approaches

· Using underlying unique identifier. SSN still needed in some systems (e.g. HR, registrar).

· SSN abatement is a common project on many campuses. 

· SSN on a “need to know” (i.e. business requirement) basis…

Key Points in the discussion:

· Sunshine/Open Records regulations are common. Some organizations use external foundations to hold certain attributes (e.g. alumni addresses) that they would otherwise have to disclose.

· Consuming systems often don’t have good processes for handling SSNs adequately. You need to understand how data moves around your campus.

· System of record is authoritative for attributes, the business owners need to satisfy data stewards before being granted access.

· Which pieces of PII (personally identifiable/identifying information) are associate with which roles?

· HR users often confuse SSN storage with ability to see/access it, i.e. they think they need to store it when they really just need access to it. 

· The number of different identifiers being used on campuses seem to be increasing…

Q: How many still use SSN for matching across populations?

A: Several – using logical joins

There are often several campus communities managing PII, which is a management challenge in terms of education and policy enforcement.

Q: How do you deal with unusual populations, e.g. prospects, applicants, K12 students in special programs, or local citizens (e.g. for the library)?

A: There are several identities in the IdM system that never make it to the ERP system. Many systems allow anyone to create an account (weak credentials – self-defined usernames and passwords), and as they move through the “lifecycle” they are granted more privileges as appropriate. 

Q: If they later create another identity, is this a problem? 

A: Often not, but it depends on the circumstances.

Q: What about “test loads,” e.g. ACT scores?

A: Accounts can be created if/when appropriated, then linked later as the user increases interactions with the organization. You need to beware of multiple accounts created for the same user, and link as needed.

Inter-institutional trust can be a significant factor – who are you going to trust with your data? This brings policy issues into play, and requires that your business people communicate with your IdM group. How do you deal with vendors managing some aspects of your community?

Q: Who has self-service matching? Users have a need for a unified identity.

A. A few…

Q: Alumni often have stale identity information, needing reproofing. How is this handled?

A: Alumni association is usually responsible for this, or registrar’s office if for a campus-provided service.

Q: Do universities really need to authenticate, instead of just authorizing access based on external trusted identifier?

A: Jens would argue the latter…

Q: How do you provide security staff access to your IdM system?

A: it is fundamentally just another role – read only typically except when reacting to an incident in which they need to remove a user’s access. Sometimes this is done by means of a “negative assertion” removing access from a user or a role.

Q: How does CALEA affect IdM?

A: Campuses often don’t have solid control requiring identity to be established before a user starts using a system and data starts moving… NAC can be useful here.

Q: When researchers seek operational network data, often run into anonymization issues. Mature IdM systems create a bigger privacy challenge, or actually help?

A: to protect privacy, stronger identification of users seeking the data is helpful. 

There is a correlation between device and the access granted. Need to crosswalk identity of device to identity of user, to enable access decision.

IdM systems include many systems, not just human users.

Q: How does the lifecycle of IdM relate to the lifecycle of security?

Q: Account linking – how is this done? 
