13:00
_EDUCAUSE_Help  

Here's a sample message to the chat area. We hope you enjoy today's session, and we hope you'll have lots of comments and questions

13:00
_EDUCAUSE_Help  

Be sure to send your speaker questions and comments to EVERYONE, not to SLW or Presenters.

13:00
_EDUCAUSE_Help  

If you experience technical difficulties today, please send _Technical_Help a private text message

13:01
_EDUCAUSE_Help  

This audio presentation, slides, and transcript will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.

13:01
_EDUCAUSE_Help  

If the slides are not advancing properly, you may download a copy by visiting: http://www.educause.edu/ir/library/powerpoint/LIVE1011.ppt

13:01
_EDUCAUSE_Help  

Before you sign off today, please take a moment and click the session evaluation link in the lower-left corner of your screen. Your reactions and comments are very important to us.

13:01
_EDUCAUSE_Help  

Twitter: #EDULive

13:02
eric davis

am i the only hearing choppy voice?

13:02
BenW

no, me too

13:02
John Jemes

sound clear to me

13:02
Verne

choppy here too

13:02
Derek Ross

voice is fine here.

13:02
Steve Tolman

Audio is extremely choppy

13:02
_EDUCAUSE_Help  

If you are experiencing audio difficulties, please click on the Audio Problems link in the lower left hand corner.  

13:03
Jason Machtemes (UWRF)

mines choppy a lil mostly when i am doing other things

13:03
Barron Hulver

voice is fine here

13:03
Kurt Smith

audio is clear for me at Michigan Tech

13:03
Angeleen Campra

sound is clear here

13:03
Jason Gauruder

sounds clear to me

13:03
Kevin

check for having the browser open twice

13:05
_EDUCAUSE_Help  

If you are hearing an echo, it’s likely that you have opened the meeting room multiple times and therefore have 2 or 3 tracks of audio going. Please be sure to close any extra meeting windows to stop the echo. (Tip: If you have a number after your name in the Attendee List – e.g., Guest 1, Guest 2, Guest 3 – you have 3 separate windows open.)

13:06
Verne

only one window, only one login, still a little choppy

13:06
Verne

but still usable :-)

13:06
Eric Gauthier

Audio is dropping in and out for me as well.

13:06
Brian Zylstra

Same here

13:07
_EDUCAUSE_Help  

If you are experiencing audio problems, it’s possible that this is a result of your connection since this is being broadcast over VoIP. Please try running the Audio Setup Wizard under the Meeting menu, located on the upper-left corner of the Connect Pro meeting interface.

13:07
Marty Hoag (NDSU)

great audio today in North Dakota.

13:07
Jason Machtemes (UWRF)

also try closing some local apps

13:08
eric davis

now  that source port randomization has been addressed is DNSSEC still as important?

13:09
Eric Osterweil

yes.  DNSSEC offers end-to-end verifiability.

13:09
_EDUCAUSE_Help  

Please continue to send your questions or comments to the chat area and we'll get to them at the next break.

13:09
Jason Frisvold

port randomization helps, but as computing power increases, it's still possible to break in ..  That said, you can monitor for someone attacking and deal with it.

13:10
John Madden

Avoid BIND, better recursors have built-in support for spoof detection in addition to src prt randomization

13:10
Kevin Wilcox

John - are you implying BIND 9 does *not* have port randomisation?

13:11
Verne

Steves audio much more choppy than the lady :-)

13:11
eric davis

9.6 i think is fixed

13:11
Jason Frisvold

What other "popular" DNS packages offers DNSSEC?  It seems BIND is the only thing out there..

13:11
John Madden

sorry, no, I wasn't.

13:11
MarshallU

BIND 9 has port randomization

13:12
Peter Laws 2

the test suites all say ports are random now

13:12
David Parsley

FYI, we run BIND on Linux, and also use DNS query rate-limiting (using iptables); with that and port rand., I'm fairly comfortable

13:12
Collin Lichtenberger

Did audio just go away for everyone else?

13:12
Kevin 3

No

13:12
Donna Labrada

NO

13:12
Jason Machtemes (UWRF)

no

13:12
Jim Clark

no

13:12
James Brunt

audio fine in NM

13:12
Casey J. Forrest

no

13:12
Michael Ables

also no

13:12
Jason Frisvold

Dave: I agree... DNSSEC doesn't seem to be designed very well to me and I'd rather not go down that road..  That said, there seems to be a huge push to force it on everyone..

13:12
Bruce marshall

also no

13:12
Greg Peet

is anyone else here from MSC? geez

13:13
Angeleen Campra

no

13:13
Jim 2

no

13:13
Mike Pifer

mine was great for the first 8 minutes, now is really choppy

13:13
Collin Lichtenberger

I had to refresh the page

13:13
Collin Lichtenberger

weird

13:13
Chuck Anderson

audio doesn't work

13:14
eric davis

is .edu signed now?

13:14
Corey Branstrom

Audio has been perfect for me the whole time, not to brag, just a point of reference

13:14
Jason Frisvold

Will there be a recording of this available?  I'm not going to be able to stay for the entire thing...

13:14
Peter Laws 2

If DNSSEC isn't any good, what is your alternative?  

13:14
Jim Clark

Chrome audio loud and clear

13:14
David Parsley

Jason: I don't know much about DNSSEC design; hope to learn more here

13:14
Collin Lichtenberger

I'm using Chrome on Mac, audio was just fine for quite awhile and then just quit.  Refreshing the page fixed the problem though.

13:15
Jason Frisvold

Peter : I don't have one right now..  That said, I haven't seen a huge problem with poisoning.  DNSSEC appears to have a lot of overhead and I'm a tad worried about overloading systems..

13:15
_EDUCAUSE_Help  

This audio presentation and slides will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.

13:15
Kevin Wilcox

Jason Frisvold - yes, the entire thing will be archived, even the chat box transcript

13:15
Leroy

Chrome on WIN7, zero problems

13:16
David Parsley

jason: so we'll need beefier dns servers to do all the crypto for dnssec...

13:16
eric davis

will this be like IPv6 where we will have to support both DNSSEC and non-DNSSEC queries?

13:17
Brian Wilkins

Has there been any enhancements for IPv6?

13:17
Brian Wilkins

jinx Eric D.

13:17
Peter Laws 2

We run 4 public-facing BIND servers for ou.edu and they loaf.  I'm not worried about load.

13:17
Jason Frisvold

David : From what I understand, yes.. 

13:17
Oscar

Is this being recorded so maybe I can view/hear it at a later time when they've figured out how to do simple audio??

13:17
Jim Clark

Beefier DNS servers Required???

13:18
Jason Frisvold

Peter: It's not the DNS servers I'm really worried about.. It's more the caches..  Those definitely don't loaf..

13:18
Eric Osterweil

I think there is still some people measuring how much more load the servers really face

13:18
Kevin Wilcox

Oscar - yes

13:18
Oscar

thank you, this is a little painful right now 

13:18
Jason Machtemes (UWRF)

what are people using for Time-To-Live on your DNS servers 

13:18
David Parsley

jim: dunno!  maybe so, maybe not?

13:18
Steve Anthoney

can a trust anchor for .edu eliminate a query to the root servers?

13:19
Collin Lichtenberger

depends on the service

13:19
Eric Osterweil

remmeber, sigs are generated offline and RSA verification is faster than generation (i.e. the resolvers don't get loaded as much as the generation boxes)

13:19
Collin Lichtenberger

sometimes an hour, sometimes a day

13:19
Collin Lichtenberger

again depending on the service

13:19
Concordia NY

how long is the cache kept?

13:19
Randy

So, the users pc doesn't know and doesn't care?

13:19
Peter Laws 2

Audio is 59 here and has been since the start (before, really)

13:19
Jason Frisvold

concordia : cache is *supposed* to keep for the TTL..  however, there are some "broken" caches out there that force TTLs on the data they receive..

13:20
Concordia NY

thanks

13:20
Eric Osterweil

@jason: are those modern caches?

13:20
Peter Laws 2

If a cache is broken, we should put off DNSSEC?  Sounds dodgy to me.

13:21
Jason Frisvold

One point before I run out ..  there is apparently a requirement that all zones are re-signed every 30 days.  If they are not resigned, then other servers will not trust your data...  For larger institutions, this may become a managemnet nightmare.

13:21
Jason Frisvold

eric : yes, modern caches.  for the most part, the general consensus I've seen is to ignore broken caches..  that's their problem, not yours.

13:21
Eric Osterweil

@jason no, you specify how long the sigs are valid for when you sign the zone

13:21
Matthew

How much buy in is there in private and public sectors?

13:21
eric davis

is  the root signed?

13:22
Eric Osterweil

@jason Which are these caches?  unbound and bind behave

13:22
Jason Frisvold

matthew : I believe there's a government mandate to have all .gov domains signed.. 

13:22
Randy

Due to a large number of malvertisements, we use Blackhole DNS servers (intentional poisoning of DNS) effectively to stop drive-by infections. How will this work in a DNSSEC environment

13:23
Jason Frisvold

eric : I'm not sure what caches specifically do this..  From what I understand, it's a customization that some ISPs add.  I've seen it happen, though.  (I was in the ISP world for a while)

13:24
Lee

I've seen comcast do it...completely ignore out TTLs

13:24
Lee

our*

13:24
Peter Laws 2

bah.

13:24
Jason Frisvold

randy : you mean dnsbl services such as spamhaus?  I think there's still a question as to how this would work with DNSSEC..  My guess is that those services would never deploy DNSSEC.

13:25
Peter Laws 2

broken things shouldn't prevent progress!!!!!

13:25
Anne Wood

I am not sure I understand how this prevent DNS Cache poisoning.  I heard you talk about confirming codes and keys, but how does that confirm that the address is correct?

13:25
Jason Frisvold

peter : I agree..  :)

13:25
Chuck

I think some people don't understand that it isn't that you have to worry about your server getting corrupted as much as everyone elses. Your Cable modem ISP for example.

13:25
Collin Lichtenberger

Anne, DNSSEC only makes sure the information comes from the right place

13:25
Randy

Jason: We are using malwaredomains.com, not spamhau, but I think they are doing the same thing.

13:25
Steve 2

Chuck: that assumes that your cable modem ISP even uses this.  If they don't adopt it, it doesn't matter if you have or not.

13:25
Collin Lichtenberger

Anne, it's still up to you to have your DNS servers configured correctly

13:26
Eric Osterweil

@jason the nxdomain-style rewriting issue is actually a big deal.  But, it's not exactly a beneficial process to users. :)

13:26
Kevin Wilcox

not necessarily spamhaus-style, their DNS servers are replying as authoritative for known evil domains

13:26
Randy

Kevin, that is exactly what we are doing and it seems this is exactly what DNSSEC is trying to prevent.

13:27
Verne

is that really true ... I thought it only applied (.GOV) to federal domains

13:27
Verne

(We support several state level .GOV domains)

13:28
Verne

... or I am in violation already :-)

13:28
mississippi state

3.5 what?

13:28
Jason Frisvold

kevin : So are you passing all dns requests through them?  Kind of like a proxy?

13:28
Eric Osterweil

@kevin I thought dnsbls just returned codes about names/IPs and then end-systems (like MTAs) decide whether to accept of not?  I didn't think they acted as authoritative for other zoes

13:29
Kevin Wilcox

Jason - we have a list of suspected bad domains and our DNS servers hijack those requests and return 127.0.0.1 or redirect to a, "this site is dangerous and inaccessible" page

13:30
Jason Frisvold

How will the end user ever know if the data is validated?  that would mean that stub resolvers have to handle dnssec which significantly increases the complexity of a stub resolver....  that seems a bit counter-productive..

13:30
Randy

Kevin/Jason, that is exactly our plot. I had to step away, did they answer how this works with DNSSEC?

13:31
Jason Frisvold

kevin : ah .. right .. ok..  I suppose you can do that on your own server, but you;d never be able to provide dnssec-specific authority for it ..

13:31
Eric Osterweil

@jason the protocol tells stubs that the resover did validation by setting the AD bit

13:32
Jason Frisvold

eric : oh, so it's still possible to hijack dns then.  :)  a bit harder, but still possible.. 

13:32
Kevin Wilcox

Jason - right, therein lies the root of Randy's question, how we'll handle situations like that with DNSSEC deployed

13:32
Jason Frisvold

ok..  im officially late ..  argh..  i hate overlapping meetings..  wish i could stiick around...  :(

13:32
Eric Osterweil

@jason yeah :) some of us run resovers on our end systems to avoid this , but on a campus, you can validate at the resolvers and rerite to your stubs.

13:32
Gabriel Somlo

@kevin: if you're hosting your own zones for the "bad" domains, you can still sign them and trust your own signatures; dnsbls have their own name space (e.g. D.C.B.A.someblackhole.org to find out if someblackhole thinks a.b.c.d is a "bad" host)

13:33
Rich Graves-Carleton

Re Malware domain blacklists -- validating resolvers will recognize that you are lying to them, but if you own the local view DNS, there is still no way they can get the "right" answer.

13:33
Michael 2

being a Canadian school and news on the .ca domain?  We have a .edu name, but our primary name is .ca

13:33
Collin Lichtenberger

@presenters If I implement DNSSEC now, will I have to update anything as the TLD become signed?

13:34
Peter Laws 2

3rd party?  bah.

13:34
Eric Yurick

what about our off-site secondaries?

13:34
John Whorfin

DLV? ITAR?

13:35
Peter Laws 2

They are secondaries ... they have all the same info.  If they don't, you have other issues ...

13:35
Eric Osterweil

@eric - they will still get axfrs and work fine

13:35
_EDUCAUSE_Help  

•
http://tools.ietf.org/html/rfc4033

13:35
_EDUCAUSE_Help  

•
http://tools.ietf.org/html/rfc4034

13:36
_EDUCAUSE_Help  

•
http://tools.ietf.org/html/rfc4641

13:36
_EDUCAUSE_Help  

•
http://csrc.nist.gov/publications/drafts/800-81-rev1/nist_draft_sp800-81r1-round2.pdf

13:36
MarshallU

Has anyone seen or read Bernstein's Usenix presentation, "Breaking DNSSEC" (http://cr.yp.to/talks/2009.08.10/slides.pdf).  If so, what has been done to address the problems highlighted in this paper?

13:37
Michael 3

i agree with collin, do we need to update anything if we sign before the TLD is signed?

13:37
John Madden

Yes.  I'm hoping educause has a response to the dnssec naysayers.

13:37
Peter Laws 2

"The perfect is the enemy of the good"

13:37
Chuck Anderson

how does DNSSEC work with DDNS updated zones?

13:37
MarshallU

Good question, Chuck

13:38
John Madden

DJB, for example, is a smart guy, and saw the port randomization problem in 2001, well before Kaminsky.  If he's saying dnssec isn't the answer, uhm...

13:38
Jay Ford (uiowa)

BIND 9.7 can deal with auto-signing dynamic zones

13:38
Carlos Vicente

zkt is not a dns server

13:38
Donna Labrada

what was the website at the bottom of the screen?

13:39
Eric Osterweil

@Donna which one?

13:39
Kevin 3

How do we get a copy of this slide show?

13:39
_EDUCAUSE_Help  

•
http://www.dnssec.net/software

13:39
Donna Labrada

to check if we're DNSSEC

13:39
Kevin Wilcox

DJB is the bloke that wants everyone to use daemontools just to run a mail daemon, he may be talented but he's not infallible

13:39
eric davis

will DNSSEC unaware resolvers be able to query a signed zone?

13:39
BenW

http://www.educause.edu/ir/library/powerpoint/LIVE1011.ppt

13:39
_EDUCAUSE_Help  

This audio presentation and slides will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.

13:39
Donna Labrada

Thanks

13:39
Scott R

eric:  yes, just not get the signatures

13:40
Kevin 3

Got it - thanks

13:40
eric davis

so signing won't break  the DNS system

13:40
Scott R

eric:  nope - backwards compatible. non-SEC DNS will work as always

13:40
Eric Osterweil

@Eric yeah, resolvers advertise if they can handle DNSSEC in the queries and name servers leave DNSSEC out if the queries don't ask for it

13:40
Kevin Wilcox

and it was widely held that port randomisation was a good idea, it just hadn't been easily and widely exploited enough to become a "big deal"

13:41
eric davis

is there a way to enforce  DNSSEC so that non-DNSSEC will be denied?

13:41
Brian Wilkins

...now if only I can get DNSSEC to verify the company printer... =(

13:42
Chuck Anderson

when will the reverse zones be signed?

13:42
Scott R

eric:  not in BIND (yet). some products might have that feature, don't know.

13:42
Eric Osterweil

@chuck many are being signed already

13:42
Eric Osterweil

@chuck take a look at http://secspider.cs.ucla.edu/

13:43
Chuck Anderson

in-addr.arpa and ip6.arpa aren't yet

13:43
eric davis

won't this whole thing be useless is we still allow nonDNSSEC to work?

13:43
Carlos Vicente

eric: that's up to the resolver

13:43
Jay Ford (uiowa)

arpa domains are beging test-signed starting today

13:43
Matt White

so what's the end date when we will be required to do this or will we ever be required?

13:43
eric davis

ahhhh....ok

13:44
Carlos Vicente

Matt: I don't think it will ever be required

13:44
Bill

So - will we have to load the DS record to EduCause EVERY 7 days?

13:44
eric davis

thats why its critical fro the resolver to talk DNSSEC in order to protect itself

13:45
Alan Shackelford

In BIND9, what is the best way to address the larger packet size, and is there an estimate of how large a full DNSSEC packet would be?

13:45
Henry Escobar

link to the lsit serv pls as well

13:45
Anne Wood

Can you briefly explain how this is deployed when you have separate name servers to handle internal vs external resolution?

13:45
Peter Laws 2

THEY'RE SECONDARIES!!!!  For goodness' sake.

13:46
Gabriel Somlo

@alan: edns0 ?

13:47
Eric Gauthier

Can you transition keys?  as in have the old key valid for another 3 days but the new key also available to prevent a required hard transition?

13:47
Scott R

@Alan:  usually around 1k, but sometimes 1.5k.  some DNSKEY RR's can be larger

13:47
Scott R

That is "normal" Your Results May Vary

13:47
Eric Osterweil

@Alan since this problem is sometimes outside the border of your network you need to know resolver experiences.  This is one reason you might put your zone in SecSpider to see how available it is

13:48
Carlos Vicente

The other important thing is to make sure that the larger UDP packet sizes go through any firewalls in between your nameservers and the rest of the world

13:48
Tony Modiri

Any new ports besides UPD/TCP 53?

13:48
Carlos Vicente

no new ports

13:48
Kevin Wilcox

you can find it on the web, you just need to make sure you aren't limiting DNS to 512 bytes

13:48
Carlos Vicente

yep

13:49
Nathanael Bills

anne: we have the same problem.  probably will enable externally first, then go internal.  I'm thinking of using the same keys for both but have yet to test that.

13:49
Adam 2

when validation is turned on, you will need to have DNSSEC enabled

13:49
Alan Shackelford

Thanks Eric...will do

13:49
Anne Wood

Nathan:  Thanks

13:49
ailiop

you need to make sure that your firewalls allow dns traffic both over tcp/udp, and doesn't cap this to 512b, as well as doesn't discard udp frags

13:49
eric davis

The Galactic Empire

13:49
John Zimmerman

So Google then

13:50
Brandon M. Browning

I used http://labs.ripe.net/content/testing-your-resolver-dns-reply-size-issues to help test our DNS resolvers.

13:52
Eric Osterweil

@BRandon Remeber that you need to know how available you are from resolvers all over.  One site has to check from many vantage points to try and estimate how end-users will be affected

13:52
John Zimmerman

malwaredomains.com

13:52
John Zimmerman

black hole dns

13:52
Okstate

Do you expect to offer a more automated way to change key changes to educause, like a web service or API?

13:52
Chuck Anderson

if you are intentionally modifying DNS responses for e.g. site redirection away from "bad sites" how can you do that with DNSSEC?

13:52
Carlos Vicente

I don't agree that you can't turn on validation until everybody does

13:52
Carlos Vicente

that would be impossible

13:53
Carlos Vicente

we have been validating on our campus resolvers since last summer

13:53
Keri Then

How does DNSSEC affect client lookups? Will our workstations have to be updated to support DNSSEC lookups?

13:53
eric davis

are you aware of IE or Firefox making DNSSEC aware broswers?

13:53
Eric Gauthier

The examples showed the DNS trusts going between the "campus" primary and the external root's and auth servers.  There didn't seem to be mention of the client to its primary interaction.  Without this, how does the browser know if a response was signed?

13:54
Kevin Wilcox

the Bernstein link - http://cr.yp.to/talks/2009.08.10/slides.pdf

13:54
Randy

Due to a large number of malvertisements, we use Blackhole DNS servers (intentional poisoning of DNS) effectively to stop drive-by infections. How will this work in a DNSSEC environment

13:54
Henry Escobar

wouldn't ur dns servers be authortaive for the maleware site?

13:54
Henry Escobar

or think it is at least

13:54
Marty Manjak

A reason to sinkhole: zeus domains

13:54
Gabriel Somlo

@chuck: you could run your own authoritative servers for the blackholed domains, and have your cache trust the signature you put on the fake domains :)

13:55
Bruce Friend

I would think the blackhole dns you run would look to your users just like your local dns.  So you would sign them yourself?

13:56
Carlos Vicente

just make your recursive nameservers slaves of your blackholed domains

13:56
_EDUCAUSE_Help  

•
http://listserv.educause.edu/cgi-bin/wa.exe?A0=DNSSEC

13:56
Mike Smith

Refresh: Is there a best-practice time interval for updating our KSKs to Educause?

13:56
Chuck Anderson

you still have to trust your recursive resolver

13:57
Jason 3

DNSSEC validator for firefox https://addons.mozilla.org/en-US/firefox/addon/64247

13:57
John Whorfin

DNSSEC Validator Firefox Addon

13:57
Bruce Friend

Firefox addin  DNSSEC Validator checks whether a domain name in displayed page address is secured by DNSSEC. The users can easily visually recognize whether the page was loaded from the authentic server or whether the page could have been spoofed.

13:57
Eric Gauthier

Campus primaries need the trust anchor for the roots.  What anchors the cilents?

13:58
GregJ 2

What are I2, NLR, and Quilt doing about ISPs?

13:58
Chris M

Does anyone know if OpenDNS is supporting DNSSEC?

13:58
Chuck Anderson

nothing i think.  you could use TSIG or SIG0 to protect the client-resolver link

13:58
GregJ 2

that is, about bringing pressure to bear on their suppliers?

13:58
Eric Osterweil

@Eric the primaries don't need TAs, but the resolvers do.

13:58
eric davis

thank you

13:58
Eric Gauthier

@eric - sorry, meant "resolvers" not primaries.

13:58
Mike Smith

thx!

13:59
Chuck Anderson

how are Wildcard records handled?

13:59
Casey J. Forrest

thanks!

13:59
Eric Gauthier

Do we need to populate some sort of key into the client's so they trust our resolvers?

13:59
_EDUCAUSE_Help  

Before you sign off today, please take a moment and click the session evaluation link in the lower-left corner of your screen. Your reactions and comments are very important to us.

13:59
_EDUCAUSE_Help  

Thanks for attending! This audio presentation and slides will be available from the EDUCAUSE Live! archive later today. Visit http://www.educause.edu/live for more information.

13:59
Eric Osterweil

@Chuck they are signed like all the other records (i.e. they are supported)

13:59
Chuck Anderson

eric: that is outside the purvue of DNSSEC

13:59
Eric Osterweil

??

14:00
Kevin 3

Is Becky Granger still here?

14:00
Chuck Anderson

i mean to say, you don't load keys on clients unless you want to use some other channel encryption between client adn resolver, like TSIG or SIG0

14:01
Becky Granger

Kevin - I am signing off shortly - email me at rgranger@educause.edu

14:01
Eric Gauthier

@chuck : You're saying DNSSec is only between resolvers and primaries. IF that's the case, how could a browser ever know if things are signed right unless it acts as its own resolver anchored to the roots (i.e. it goes out to the roots not our campus resolvers)

14:01
Verne

for the record, audio problems for me continued all  hour.

14:01
GregJ 2

and mine dropped out very briefly with some reglarity

14:02
Chuck Anderson

@eric g: i believe there is a bit in the DNS response packet that the resolver sets to say it validated, but of course, then you have to trust the resolver to not lie to you

14:02
Reynold

audio was crystal clear

14:02
Chuck Anderson

@verne: dial-in finally worked on the 20th try for me

14:03
Carlos Vicente

Eric: the recursive resolver tells the client that the record was not found

14:04
Chuck Anderson

so you either use your own local trusted resolver, or you trust some other resolver, perhaps with additional channel security between client/resolver to prevent spoofing between client & resolver

14:05
ailiop

@eric g: that's the "last mile problem", you either blindly trust your recursive resolver (that your stub uses), or you need some form of authenticated transaction, like TSIG between your stub and the recursive resolver. Otherwise your stub needs to act as a dnssec validator

14:06
Carlos Vicente

the stub will get a nxdomain if the validation breaks

14:07
Chuck Anderson

in-addr.arpa. is not included in the set of reverse zones being signed today

14:08
Chuck Anderson

they didn't say when, but i suppose it will be "soon" after  todays tests
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