
UW-Madison IT-related Policy Process Recommendations
I. Objectives 
This document describes a general course of action for developing an information technology policy process for UW-Madison. The creation of the process and the process itself need to be both inclusive and transparent. The process must include representative stakeholders throughout the institution including: shared governance, executive leadership, operational-level leadership, technologists, support staff and users of IT resources. The process should be designed to help assure that IT-related policies are necessary, aligned with institutional and local goals and needs, adequately reviewed,  cost-effective in their implementation, and supplemented by the necessary institutional and local infrastructure and procedures to support compliance. 
II. Definitions

	Policy states what people must or must not do.
	Are mandatory. Change slowly. Short. Simple.
    Exceptions are few.

	Guidelines are recommendations.
	Are optional. More changeable. More complex.
    Exceptions are many. Can supplement policy.

	Procedures document “how to.”
	Are implementation details of policy or guidelines.
    Changeable.

	Standards offer criterion for consistency.
	Are measurable, have checkpoints.
    Are validated through a review process 


III. Governance and process 
UW-Madison has a strong commitment to shared governance and distributed management. The governance and process for IT-related policy must incorporate stakeholders from throughout the institution. 

Shared Governance

Shared governance for IT-related policies is already in place. The Information Technology Committee
 (ITC) is the primary shared governance committee for IT-related policy. The involvement of shared governance helps assure alignment with institutional culture and the goals and needs of broad campus constituencies.
Recommendation 1: The ITC and the CIO should engage in an ongoing dialogue regarding the specifics of how shared governance should be involved. 
Executive leadership

Executives can provide high-level coordination of IT-related policy with other areas of institutional policy. Executives help assure alignment with the goals and needs of schools, colleges and divisions, and they encourage the development of the institutional and local infrastructure and procedures needed to support compliance. The Identity Management Leadership Group
 (IMLG) is an example. IMLG currently provides high level coordination for Identity and Access Management (IAM) policy.
Recommendation 2: Identify one or more representative groups of executives to provide high level coordination and sponsorship for IT-related policy.
Operational–level management

Operational-level leaders assure alignment with the operational goals and needs of their units, integration of institutional policy with local policy and processes, and the development of local infrastructure and procedures to support compliance.

Recommendation 3: Identify one or more representative teams of operational level leaders and managers who can analyze the issues and make recommendations related to IT policy proposals.  These teams could be chartered by an executive level group identified in Recommendation 2.
Technologists, Support Staff and Users
The involvement of technologists, support staff and user communities such as faculty, staff and students helps assure that a proposed policy is desirable and feasible from a technical perspective, and that compliance is practical for those creating, maintaining and using the related infrastructure or services. 
Recommendation 4: The operational level team(s) identified in Recommendation 3 should charter temporary policy issues teams to do specific detailed research, provide specialized expertise, expand involvement by a broad spectrum of those affected (for example: faculty, staff and students,) and provide other support to the operational level team(s).
Role of the CIO

Involvement of the CIO at critical points in the IT-related policy process greatly enhances success.  
Recommendation 5: The CIO, along with advisors and assistants, coordinates IT-related policy in order to help assure that:

a. there is compelling need, consistency with campus culture and strategies, and appropriate sponsorship when planning an IT-related policy initiative.
b. there is campus buy-in, appropriate review and revision, and practical implementation when developing and maintaining IT-related policy. 

IV. Key success factors for IT-related policy

Previous UW-Madison experience over a five year period suggests that the following are key factors leading to success.
i. Prerequisites --- When planning for IT policy initiatives assure there is:
A. Compelling need
An outside mandate or strong internal need. See Appendix A.
B. Consistency with broad campus culture and strategies
Examples include: shared governance, de-centralized management, UW-Madison strategic plan, strategic plans of schools, colleges and administrative units.

C. Appropriate Sponsorship
IT-related policy is a component of broader campus activities.  Multiple executive sponsors may be needed.

ii. Process --- When developing and maintaining IT policy assure there is:
A. Campus buy-in
Inclusive and transparent process with good communications.
B. Appropriate review and revision
Initial review must be broad and thorough.  There must be on-going review and revision.
C. Practical implementation
Well communicated, cost-effective and enforceable. Can be accomplished with the resources available for the purpose.
V. UW-Madison IT-related policy process 
A seven step process for the life-cycle of IT-related policy has been developed and tested over a five year period beginning in 2003. See Appendix B.

The impact on the institution, urgency of need and degree consensus that already exists can vary considerably among different IT policy proposals. In most instances all seven steps have proven to be necessary, however, the time and effort required to complete each step varies considerably among policies.
Recommendation 6:  Adopt the general process for IT-related policy as described
in Appendix B:

· with the roles and responsibilities described in Section III.

· consistent with the key success factors described in section IV.
VI. References

Links to many published IT-related policies can be found at: “http://www.cio.wisc.edu/policies/”. 

The CIO’s office maintains a wiki for IT-related policy development at: “https://wiki.doit.wisc.edu/confluence/display/POLICY/Home/”.

Possible factors of compelling need for IT-related policy
Compelling need is a critical prerequisite for successful IT-related policy. Compelling need does not by itself indicate that an IT-related policy is necessary or useful in accomplishing institutional goals. While the presence of several factors of compelling need may indicate a greater need, even one factor of compelling may be sufficient to motivate the creation of an IT-related policy. Possible factors of compelling need include:

Community related:
· A large community is affected in a non-trivial way.

· A relatively small but strategically important community is affected.

· The community affected spans many organizational boundaries. Helps to clarify and coordinate activity among units. 
· One or more of the following groups conclude there is a compelling need:

· Shared governance bodies or committees.
· University leadership

· Leadership of multiple schools, colleges or divisions.

· A sizable community of technologists, technology managers or department heads.

Compliance related:
· Voluntary compliance with guidelines or procedures has not been, is no longer or is unlikely to be sufficient.
· There is a significant need to encourage or discourage behavior.
· Events or incidents indicate that an informal policy needs to be formalized.

· There is a need for compliance with an outside mandates such as state or federals laws.

· An IT-related policy is needed for compliance with, or support of, other university policy.

Business need related:
· An IT-related policy would make a significant contribution toward addressing a business need. Permits one to be proactive rather than reactive in addressing needs.
· Cost benefit analysis indicates that IT-related policy would be beneficial.

· Implications of addressing a business need now are less severe than the implications of addressing it later. 
· Results in more effective use of resources.
· Helps to keep UW-Madison competitive with other institutions.
Standards related:
· Helps to interoperate or collaborate.

· Establish a baseline for operations (“drive on the right hand side of the road”)
· Establishes trust relationships for service delivery.

· Helps assure more equitable access to resources.

· Current practices are significantly deficient compared to industry best practices.

Risk management related:
· Would help reduce an otherwise unacceptably high level of risk. Reduces liability or potential liability. Protects the security of data. Protects members of the university and their resources.
· Events or incidents external to the university strongly indicate the need for an IT-related policy.
General Process for UW-Madison IT-related Policy


Planning for IT- related policy initiatives

I. While planning assure there is:


A. Compelling need.

   B. Strategic alignment.

   C. Appropriate sponsorship. 

II. Retain all 7 steps, but adjust each according to:
   A. Impact on the institution.

   B. Urgency of need.

   C. Pre-existing consensus.
III. Throughout the process assure there is:

   A. Inclusive representation.

   B. Appropriate review.

   C. Practical implementation.

Steps of the IT- related policy process

1. Initiation.
The CIO consults with advisors and the ITC. The CIO asks stakeholders to examine the policy issues. 
2. Elaboration.
The stakeholders forward desired outcomes and implementation considerations to the CIO. 

3. Drafting.
The policy is drafted in consultation with the stakeholders, the CIO, the community, advisors and the ITC. 
4. Endorsement.
The policy is reviewed and endorsed by shared governance for issuance by the appropriate executive.

5. Implementation.
The CIO’s office works with central and distributed departments to implement the policy.

6. Compliance.
The CIO’s office works with central and distributed departments to encourage compliance.

7. Revision.
Feedback from central and distributed departments and the community suggests revisions.

Diagram of the IT- related policy process
The following diagram is a high level view of information flow within the IT-related policy process. Some details are omitted for simplicity. 
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When planning assure there is: compelling need, strategic alignment and appropriate sponsorship.

Retain all 7 steps, but adjust each according to: impact on the institution, urgency of need and pre-existing consensus.
Throughout the process assure there is: inclusive representation, appropriate review and practical implementation.
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� The ITC is described at � HYPERLINK "http://www.secfac.wisc.edu/governance/FPP/Chapter_6.htm#642" ��http://www.secfac.wisc.edu/governance/FPP/Chapter_6.htm#642�. 


� The IMLG web page is at � HYPERLINK "http://registrar.wisc.edu/imlg/" �http://registrar.wisc.edu/imlg/�.
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