
UW-Madison IT-related Policy Development Plan – FY 2008-2009
I. Executive Summary 
This document outlines a plan to guide UW-Madison IT-related policy activity for a period of approximately one fiscal year (2008-2009.) The plan addresses six major “compelling needs” that might lead to IT-related policy. The  possible IT policy initiatives could result in IT-related policy that supports broad institutional activities to address those needs. Where the need is ongoing the corresponding policy initiatives are likely to continue beyond the immediate time frame of this plan. The list is not exhaustive. Provision needs to be made to change priorities and add new initiatives.
Current most compelling needs

A.
Privacy and “Notification” laws

B. 
Identity and Access Management issues (IAM)

C.
Electronic Records Management issues (ERM)

D.
E-Discovery requests
E.
Copyright violations involving peer-to-peer file sharing
F. 
Software license management
Current IT-related policy initiatives
In no particular order:

· Information Incident Response Processes (under development)

· Policies related to role-based authentication and authorization systems (part of the Identify and Access Management project)

· A policy requiring the use of centrally managed IAM systems when available and appropriate (being drafted)

· Policies related to Electronic Records Management (ongoing)

· Copyright Infringement Response Processes (under development)

· Policy on IT-related policies (being developed incrementally)
Possible IT-related policy initiatives
In priority order:

1.
Information Incident Reporting Policy (new)
2.
Protecting the confidentiality, integrity and availability of archived data (new)
3.
Selection and funding of site licenses  (new)

4.
Encryption of sensitive information on workstations and laptops (new)
5.
Policy on Electronic Devices Connected to the UW-Madison Network (update)
6.
Policies related to Electronic Document Management (new)
7.
Revisiting the general policies on software licensing (update)

8.
Media and device disposal and reuse policy (new)

9.
Policies related to E-discovery requests (new)
II. Current most “compelling needs”
These compelling needs are listed in descending order of priority. Priority is based upon:

· input received at the UW-Madison IT Policy Forums 

· analysis of the legal and regulatory requirements
· risk assessments
A. Privacy and “Notification” laws

These laws require the university to protect personal data and to notify the affected persons when there is a  compromise of certain information. The potential consequences to the institution are large. Policy in this area would likely focus on security, privacy and networking.
B. Identity and Access Management (IAM) issues

There are a sizeable cluster of issues related to identity and access management (IAM.) The PASE project has been replaced by a new project centered on a purchased software solution. This does not reduce the need for IAM policy, but may change the nature of the policies needed. 

C. Electronic Records Management (ERM)

The State of Wisconsin Public Records Board and UW System are currently working to improve ERM within the state.  There is a need to develop record schedules consistent with the needs of UW-Madison. Such a record schedule has policy implications.

D. E-discovery

Recent changes in the discovery rules of the federal courts have increased the number and scope of e-discovery requests in higher education. In some circumstances an institution must preserve large amounts of information. The impact of  this on UW-Madison is uncertain.  

E. Copyright violations involving peer-to-peer file sharing
University policy already prohibits illegal activity. Network and privacy related IT policy might be part of an effort to reduce copyright violations 
F. Software license management

Issues related to software licensing are important because of fiscal constraints on departments and the institution as a whole.

III. Current IT-related policy initiatives
●
Information Incident Response Processes (under development)

Compelling need: (A) Privacy and “Notification” laws

These processes enable UW-Madison to respond appropriately when sensitive information is accessed by unauthorized persons. A single data breach might require UW-Madison to respond according to the requirements of one or more state or federal laws. Above and beyond that, the institution may need to respond to help protect individuals from harm.

Status: A process for complying with the Wisconsin “notification” law is currently under development.
●
Policies related to role-based authentication and authorization (part of the Identity and Access Management project)

Compelling need: (B) Identity and Access Management 

There are a great many policy or policy-like issues related to the implementation of role-based authentication and authorization. 

Status: The former PASE Policy Working Group has already examined a number of policy issues. The configuration of the new system purchased as part of the Identity and Access Management project will require a sizable number of policy-related decisions.
●
A policy requiring the use of centrally managed IAM systems when available and appropriate (being drafted)

Compelling need: (B) Identity and Access Management

The NetID Policy Issues Team recommended the adoption of a policy requiring the use of centrally managed IAM systems when such systems are available and appropriate. 

Status:  The policy is currently being drafted. The NetID Login Service is one example. Voluntary implementation of NetID Login Service is widespread and increasing. 
●
Policies related to Electronic Records Management (ongoing)
Compelling needs: (C) Electronic Records Management (ERM) and (D) E-discovery requests

ERM policies set boundaries around the identification, segregation, storage, archiving and disposal of "records" that are in electronic form. The University is required by state and federal law to maintain and provide access to certain records for certain periods of time.

Status: Records in electronic form present special problems that may need to be addressed with policies and procedures. Archives and Records Management (ARMS) already has some policies and procedures in place.
●
Copyright Infringement Response Processes (under development)

Compelling need: (E) Copyright violations involving peer-to-peer file sharing
The Digital Millennium Copyright Act (DMCA) requires UW-Madison to respond to requests from copyright holders seeking to protect their rights to copyrighted electronic works. The volume and complexity of the required responses is increasing. 
Status: Processes for several different types of copyright-related requests are under development. These include: cease and desist orders, subpoenas, information preservation requests, and pre-settlement letters.
●
Policy on IT-related policies (being developed incrementally)
Compelling need: enable successful development of other policies

A policy on IT policies would specify how IT policies are developed, approved, enforced, etc. Policy experts highly recommend having a policy on policies.

Status: All the elements of a policy on IT policies already exist either formally or informally at UW-Madison. Documenting these could be an opportunity for improvement and consensus building.
IV. Possible IT-related policy initiatives
Among the various “compelling needs” there is considerable variation in the degree to which IT-related policy is able to support institutional efforts aimed at addressing the need. For example, copyright violations involving peer-to-peer file sharing is a serious concern, but IT-related policy can make only a limited contribution in addressing that concern. 
The policy initiatives identified below are ranked in priority order based upon input at the February 4th, 2008 IT policy forum. See https://wiki.doit.wisc.edu/confluence/display/POLICY/ 
for the forum results. This is not an exhaustive list. Provision needs to be made to change priorities and add new initiatives.
1. 
Information incident reporting policy (new)
Compelling need: (A) Privacy and “Notification” laws
An information incident reporting policy would require employees to report unauthorized access to sensitive information or when media or devices that might contain sensitive information are lost or stolen. Such reporting would allow the institution to investigate and respond appropriately. 

Status:  There is currently no campus-wide policy requiring the reporting of unauthorized access to sensitive information or the loss or theft of computing devices or equipment.  Some departmental policies exist. For example, DoIT has an internal mandatory reporting policy. 
2.
Policies or procedures related to protecting the confidentiality, integrity and availability of archived data (new)

Compelling needs: (C) Electronic Records Management (ERM) and (D) E-discovery requests
Policies related to the protection of archived data would clarify how policies designed primarily for current data should be applied to archived data. These clarifications could be built into the more general policies as they are developed or revised.

Status: Archived data is generally not mentioned in existing IT-related policies.
3. 
Policies or procedures related to the selection and funding of site licenses (new)
Compelling needs: (F) Software license management
There are no current policies and procedures related to selection and funding of site licenses, (other than general purchasing policies which apply to any software license.)  Broader and more systematic input and coordination may be desirable. The institution may be able to reduce costs by making greater use of site licensing.

Status: Site licenses are generally selected and negotiated by those units that are funding the license. There are some coalitions of departments that are funding a site license that was otherwise not available through a central provider.

4.
Encryption of sensitive information on workstations and laptops (new)
Compelling need: (A) Privacy and “Notification” laws
A policy requiring encryption of sensitive information on workstations, laptops and other portable devices and media would seek to prevent accidental disclosure of the information in the event the device is lost, stolen or hacked. Lost and stolen laptops, CD’s and other portable media are a frequent cause of major information security breaches.  Workstations might be included because they are at significantly greater risk of compromise compared to servers.

Such a policy could be part of an general information handling policy, which is a comprehensive policy on how different types (categories) of information must be handled.  Different sections of an information handling policy could be written and adopted separately.

Status: The complexity and cost of encryption has discouraged development of such a policy. Advances in technology and packaging are steadily lowering those barriers. 

5.
“Policy on Electronic Devices Connected to the UW-Madison Network” (update)
Compelling need: (A) Privacy and “Notification” laws
See: http://www.doit.wisc.edu/security/policies/electronic_devices.asp
The institution could, for example, add a “firewall” requirement to the policy. Some commonly used operating systems now include built-in firewall software. There is currently no requirement that it be used. 
Status:  The policy was last revised in 2004.  Some departments have policies that go beyond the current campus-wide policy. For example, DoIT has an internal policy requiring the use of firewall software on all computers connected to the internal DoIT network. 
6.
Policies or procedures related to Electronic Document Management (new)
Compelling needs: (C) Electronic Records Management (ERM) and (D) E-discovery requests
Electronic Document Management (EDM) is similar to Electronic Records Management (ERM), but EDM also includes documents that are not considered "records." For example, "draft" documents are generally not considered to be records, but are still important to the operation of the institution.

Status: Those EDM systems and policies that exist are implemented at the division or department level. File “backup” is common throughout the institution. Backup, is just one of many components of EDM.
7. 
Revisiting the general policies on software licensing (update)
Compelling needs: (F) Software license management
It is already university policy that all software must be legally licensed.  In particular there are existing policies regarding what type of documentation a department should retain to demonstrate that they have properly licensed all software.

Status: The general policies were published and communicated many years ago. Many  IT staff are unaware of the record-keeping requirements. New policy might not be required. It may be sufficient to locate, update and communicate the existing policies.

8.
Media and device disposal and reuse policy (new)
Compelling need: (A) Privacy and “Notification” laws
A media and device disposal and reuse policy would require employees to properly dispose of all media and devices that might contain sensitive information. It would also require that media and devices  be properly erased before reuse (meaning a different use within the same unit, or a transfer to a different unit). One type of media that does not receive sufficient attention is “paper” usually in the form of printouts or physical files.

Such a policy could be part of an general information handling policy, which is a comprehensive policy on how different types (categories) of information must be handled.  Different sections of an information handling policy could be written and adopted separately.

Status: There is currently a policy that all university-owned computers be sent to SWAP for disposal. SWAP cleans the hard drives before disposal or resale.  Reuse of computers within or among departments is a common practice.  Some departmental policies exist, for example, DoIT has recently implemented an internal policy that covers all devices and media, including paper. 
9.
Policies or procedures related to E-Discovery requests (new)
Compelling needs: (C) Electronic Records Management (ERM) and (D) E-discovery requests
Recent changes to the "discovery" rules in federal court make it likely that more information will need to be saved. A discovery request may include documents that are not otherwise considered to be"records.” ERM and EDM systems and policies would make it is easier to satisfy e-discovery requests.

Status: There have been several e-discovery problems at higher education institutions. So far, UW-Madison has not encountered huge difficulties or costs associated with e-discovery. Case law in the federal courts will slowly clarify what is required.

V. References

IT-related policy governance and process
Recommendations for governance and process for IT-related policy are contained in the “UW-Madison IT-related Policy Process Recommendations”. The relevant sections are:

· Governance and process recommendations (Sections III and V)

· Key success factors for IT-related policy (Section IV)

· Possible factors of compelling need for IT-related policy (Appendix A)

· The general process for UW-Madison IT-related policy (Appendix B)

Online Resources
Links to many published IT-related policies can be found at: “http://www.cio.wisc.edu/policies/”. 

The CIO’s office maintains a wiki for IT-related policy development at: “https://wiki.doit.wisc.edu/confluence/display/POLICY/Home/”.
VI. Contact Information
The general contact for IT-related policy is: policy@cio.wisc.edu.
Office of the CIO, Policy and Planning Department contacts:

Judy Borreson Caruso
Director, Policy and Planning
judy.caruso@cio.wisc.edu
608-263-7318

Gary De Clute

Information Technology Policy Consultant

gdeclute@cio.wisc.edu 
608-265-6587
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