EDUCAUSE Policy Data Privacy Month Webinar Participant Chat Transcript 

Privacy and Security Risks in Higher Education
January 4, 2012: 3:00 p.m. ET (UTC-5; 2:00 p.m. CT; 1:00 p.m. MT; 12:00 p.m. PT)

NOTE: The below time stamps are in Pacific Time.



Valerie Vogel, EDUCAUSE: (1/10/2012 12:00) Thanks again for your participation!

Valerie Vogel, EDUCAUSE: (12:01) If you have any technical difficulties, please write to _Technical Help.

Valerie Vogel, EDUCAUSE: (12:01) If you experience any audio issues, please click on the Audio Issues Link in the lower right hand corner. This page will open in your browser, within a new tab or window.

Valerie Vogel, EDUCAUSE: (12:01) Chat with attendees or ask the speakers a question using this chat pod or tweet using the hashtags: #EDUpolicy and #dataprivacy

Valerie Vogel, EDUCAUSE: (12:01) The audio recording, slides, and transcript will be available from the Data Privacy Month webinar page later today: http://www.educause.edu/policy/dataprivacy 

Valerie Vogel, EDUCAUSE: (12:02) Send me a message! I’m here to help. :)

Valerie Vogel, EDUCAUSE: (12:05) Please be sure to post your questions or comments here!

UC James: (12:09) average security breach is 7.2 million.  How many users does that imply?  Do you recall what study you got that number from?

james @ ccsu: (12:10) The audio has been interrupted!

UC James: (12:10) I found the article.  thanks.

Valerie Vogel, EDUCAUSE: (12:10) If you have any audio issues, feel free to join us on the conference call line at: 1-877-944-2300, access code 99208#. If you call in, please mute your computer speakers.

UC James: (12:12) I believe this is it. http://www.symantec.com/content/en/us/about/media/pdfs/symantec_ponemon_data_breach_costs_report.pdf
Robert: (12:19) yes .. I have heard many different numbers for costs determined from a security breach... what is the average cost for a breach...?

Valerie Vogel, EDUCAUSE: (12:20) Have questions for the speaker? Post them here and we will address them shortly.

Angus Chan: (12:21) Security doesn't necessarily give you privacy, but you can't have privacy without security :D

Jen Jones: (12:21) I'm interested in the balance of security of data vs. being able to do work. What are the "best" and "most common" practices in allowing off-campus (@ home) access with VPN to access and edit a university web site and server?

Merri Beth Lavagnino (Indiana University): (12:22) I think of security usually addressing the technical and physical controls, and privacy often is addressing the administrative controls - or as Solove describes, the "softer" things

Angus Chan: (12:24) There's been numerous cases where physicians have taken medical records home on their laptops and then have lost their laptops.  Same thing could happen with student data.  i.e. why was the user allowed to take identifiable data home, was it required for their position, how was the data protected, was there a log that the data was taken

UW-Milwaukee: (12:26) Can you speak to privacy and impact on Research activities at a University

Valerie Vogel, EDUCAUSE: (12:26) Don't forget to Tweet your reflections! Tag your Tweets with #EDUpolicy and #dataprivacy

Christopher Brent: (12:28) We keep discussing the fact that students misuse social media and technology and do inappropriate things with these tools.  Such as the Tyler Clementi example, or such as the mentioned Duke female student example.  However, what spheres of responsibility exist for higher education institutions in regards to students.  Obviously, the Clementi incident took place at with the student in the room, however, in your Duke example, this female's choice represents a free speech decision that has very poor repercussions?  What responsibilities do institutions have to address the inappropriate or poor free speech actions of students?

Jen Jones: (12:29) Most Universities and Colleges have Student "Codes of Conduct"  that all students, when attending, must adhere to, in order to be able to attend.

Angus Chan: (12:30) I believe students need to be educated regarding the use of social media.  i.e. what's the expectation of using social media in the classroom vs. social media for their personal lives.  However strict regulations are difficult to enforce.

Rodney Petersen, EDUCAUSE: (12:34) All the comments about responsible use of social media allows me to announce that our January 30th webinar will be with Matt Ivester, founder of JuicyCampus and now the author of "lol...OMG!  What Everyone Needs to Know About Online Reputation Management".  Should be an exciting discussion!

Cathy Bates - UA: (12:36) I agree Rodney.  We are looking at creating programs for students regarding Online Reputation and Matt's book is a good resource for helping the students to see how easy it is for situations to occur that impact them for many years to come.

Angus Chan: (12:37) Amber Mac's book on Power Friending has some really nice, easy to implement reputation management tools and processes

Valerie Vogel, EDUCAUSE: (12:38) Please continue to send your questions or comments to the chat area and we'll get to them in just a few minutes.

J boyce Newnan center: (12:38) what's the name of the book ?

June: (12:38) Related to your slide on Online Social Media - what are good resources that offer guidance on how to use social media responsibly?

Angus Chan: (12:39) Power Friending: Demystifying Social Media to Grow Your Business [

Angus Chan: (12:39) however it does cover reputation management

Angus Chan: (12:41) I believe there was new FERPA regulations to make it easier to use data for research as well.

Angus Chan: (12:42) Absolute - if you need to take data, who has control over it and what protections are in place.  Plus why do they need to take identifiable data

Valerie Vogel, EDUCAUSE: (12:42) Please note regarding Rodney's previous comment -- In honor of Data Privacy Month, you can download Matt Ivester's book (lol...OMG!) for FREE! Just visit this link between 12:01 am on Jan. 27th and 11:59 pm on Jan. 30th. http://bit.ly/AFe8pr
Rodney Petersen, EDUCAUSE: (12:42) Our next Data Privacy Month webinar speaker will be Kathleen Styles, Chief Privacy Officer from the U.S. Department of Education.  She will talk about the new FERPA regulations among other things.

Kerry Childe: (12:42) Do you see that there is a different level of awareness regarding privacy protection for electronic data versus information which is non-electronic?  Do people feel more or less concern based on the medium in which the data is presented?

Valerie Vogel, EDUCAUSE: (12:43) The free download is available from Amazon only between Jan 27-30. You'll then be able to hear Matt talk about some of the themes from his book on the 1/30 webinar.

Rodney Petersen, EDUCAUSE: (12:44) Dan Solove has criticized new FERPA Rules:  "Student Privacy in Peril: Massive Data Gathering With Inadequate Privacy and Security" - see http://www.huffingtonpost.com/daniel-j-solove/student-privacy-in-peril-_b_1156907.html
Angus Chan: (12:45) For some reason there is a perception that electronic data needs to be protected more than physical.  I've seen this in healthcare where faxing data is seen as more secure as e-mailing.  There's also a limit to how much physical data you can take just because of the size.

Valerie Vogel, EDUCAUSE: (12:45) Don’t sign off yet! We still have time for Q&A. Just FYI we’d like to hear from you; please fill out our evaluation at: http://survey.educause.edu/policy121/
Theresa Semmens (NDSU): (12:45) Valerie, Are you going to send out a reminder on the book to the attendees of this presentation?  It would help.  I doubt I'll remember.

Angus Chan: (12:45) However there was an incident in Canada where trading records in the thousands were being faxed to a junk yard in the USA over a period of months.

Valerie Vogel, EDUCAUSE: (12:45) @Theresa: Yes, we will send reminders closer to Jan. 27.

Theresa Semmens (NDSU): (12:45) Thanks!  :-)

Amanda Novak: (12:45) I just made an outlook reminder to myself to download the book 

Rodney Petersen, EDUCAUSE: (12:46) FYI - you can follow Dan Solove on twitter at www.twitter.com/DanielSolove 

Angus Chan: (12:47) Amber Mac does a good talk called "You are what you tweet", reputation management - very good for students (it was run for the coop students for the university of guelph)

Angus Chan: (12:49) danah boyd gave a good talk at EDUCAUSE regarding the use of social media with students and privacy

Joe Pollock: (12:50) It's hard enough to balance free speech and abusive behavior within the institutional environment.  What, if any, responsibility does an institution have if the activity is occurring outside the campus?

Jen Jones, UO: (12:51) - bit of an echo...

Valerie Vogel, EDUCAUSE: (12:52) If you are listening on our conference line, please be sure to mute your phone. Thank you!

Valerie Vogel, EDUCAUSE: (12:53) Thank you again for attending! Don’t forget to fill out our evaluation: http://survey.educause.edu/policy121/  We really appreciate your comments!

Valerie Vogel, EDUCAUSE: (12:54) Join us for our next EDUCAUSE Policy Data Privacy Month webinar on January 25 with Kathleen Styles, and feel free to share this archive with your colleagues. Archives and upcoming events are available at: http://www.educause.edu/policy/dataprivacy 

Q Baker: (12:55) Thank you!

FrankP @ WCUPA.EDU: (12:55) Amber MacArther can be found on twitter @AmberMac

Angus Chan: (12:55) Thanks Valerie - great that this type of awareness is being championed by EDUCAUSE.  Doesn't have enough focus.

Deborah Vroman: (12:56) Thank you.

Valerie Vogel, EDUCAUSE: (12:56) Thanks for your feedback, Angus! Glad you could join us today!

Geoff Nathan, Wayne State: (12:56) Thanks

Valerie Vogel, EDUCAUSE: (12:58) Thank you, everyone, for attending!
