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An identity federation such as Shibboleth-based InCommon is predicated on trusting participants to abide by established community standards and rules.  This ‘implied contract’ does not preclude additional, more formal contractual arrangements.  Such formal contracts would be essential in cases where there are to be exchanges of value for service, for example a library resource provider allowing access for members of a campus.

PKI on the other hand, is based on trustworthiness asserted and enforced by a Policy Authority and expressed through the credentials issued by Certification Authorities under its purview.  There is an ‘implied contract’ with Relying Parties but those parties are not, in general, known to the credentialing authority.  PKI (WRT identity per se) is most often used to identify individuals or computing elements in an IT infrastructure.  PKI is used within a Shibboleth federation to confirm the identity of servers that exchange information about potential users of protected resources.

What is the relationship between federations and PKI with respect to “trust?”

PKI can play 2 essential roles WRT trust within and among federations:


1) As a local authentication method that may carry higher assurance


2) As part of the infrastructure that exchanges trusted assertions

PKI does not itself convey trustworthiness in the identity assertion contents.

How might federations be cross linked, analogously to the PKI “bridge” model?

Identity federations are just now emerging and there is very little operational experience with them.  Cross-linking federations has not even been discussed widely.  However, there are some basic concepts to bear in mind:

Two principles comprise the essence of an identify federation:


1) Participants agree to abide by common rules of the community


2) The semantics of assertions are well defined and understood

In Shibboleth, for example, participants are required to implement eduPerson and eduOrg schema for defined elements in identity assertions.  Participants are not yet required to agree to a set of operating practices but simply are required to post their operating practices in a standard format for other participants to evaluate as they wish.

Therefore, cross-linking 2 federations would require mapping the rulesets under which they operate, the semantics of assertions, and developing some way of expressing this mapping.  This mapping might be included, for example, in the common metadata that is distributed to federation members.  (Shibboleth has no mechanism for incorporating such a construct currently.)

One possibility for the near term is a binary choice: the 2 federations are either closely enough aligned to interoperate, or they’re not.  Assuming that a decision is made to link 2 federations, then identity assertions (SAML) could be extended to include the federation name under which each entity was operating so that ARPs/AAPs could take that into account.  Shibboleth/SAML already includes an “authentication event” descriptor and this might be the place to put the federation name, i.e. “Kerberos under the rules of the InCommon Federation.”

Mapping of assertion semantics is more problemmatic since it is theoretically more diverse.  Initially the use of URNs and simple objects, e.g. EPPN, might help.  A great deal more thought is required here.

Independent of “trust” issues, what would be required for federation interoperation?

Clearly making use of common protocols is essential.  Shibboleth uses fairly complex HTTP redirects to effect functional and logical information flow and these would need to be consistent.  Shibboleth uses SAML over SOAP and uses the SSL certificates for identity of the server platforms and for signing of the XML objects.  Any relying party that wants to interoperate with InCommon, for example, would need to recognize InCommon SSL certs and would need to have their own certs recognized by InCommon participants (this might be accomplished via a “bridge” CA, e.g. FBCA/HEBCA).

Once communication is working, then the Attribute Release Policies (ARP) and Attribute Acceptance Policies (AAP) would come into play.  An unrecognized party would be given only “default” attributes.  A federation member would be very cautious in accepting attributes from an unrecognized party.  Therefore, some minimal set of metadata about members of one federation might need to be included in the other’s metadata distribution.

Again, this area is one in which a great deal more thought and discussion is required.
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