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This identity management CAMP offered registrar, admissions, and IT staff a chance to explore the student identity life cycle, community practices for how institutions have implemented this approach, and case studies on leveraging the IdM system, streamlining outsourcing of services, and enhancing institutional collaboration.
Presentations covered many aspects of the student life cycle, including managing digital identities, digital records, role-based access to services, FERPA, and governance. Presentation materials, including slide decks, are available on the EDUCAUSE website: http://net.educause.edu/Proceedings/1020682.

Several themes emerged from the CAMP, spanning the presentations regardless of the specific topics. Those themes included, in no particular order:

· User convenience vs. security concerns

· Governance

· Provisioning and de-provisioning of services and seamless transitions

· Role-based access

· Identity proofing

· FERPA

· Managing guest and affiliate access

User Convenience vs. Security Concerns
Managing identity systems has become more complex, with an increasing number of services available, and an expansion in the number of groups with access to such services. Many schools, for example, now offer limited services to students who have yet to apply, and an expansive range of services to current students, faculty, staff and alumni.

Because of the scope of services, and the sheer numbers of individuals with access, user convenience and IT workload issues share a need for simplification and self-service options. These sometimes are at odds with security concerns. Here are some of the topics discussed within this theme.

Single Sign-on (SSO) – The ultimate in user convenience, SSO allows the use of one set of credentials to access all services to which an individual has access. When using third-party service providers, in conjunction with a federation, SSO can enhance security. Vendors can leverage the university’s identity management structure, as opposed to creating their own user accounts and requiring data feeds to keep those accounts current.

Self-service resets – Self-service password resets provides users with the convenience of immediately dealing with a forgotten password, and removes that burden from the IT help desk. There are security concerns with self-service, depending on the identity proofing and security required when setting up an account. Some universities are now requiring users to set up a series of security questions/answers when the account is originally established. 

Required password resets – Convenience would dictate that a user would only need to reset a password on their own initiative. Security officers, however, would require password changes at set time periods (say, every 60 days). They may also favor passphrases, as opposed to passwords. This becomes a significant item when considering the financial information potentially available to a student. The security point of view is that safeguards should be at least on a par with financial institutions.

Identity cards and security – Student and faculty/staff identity cards have become much more than photo IDs. They can serve as debit cards, cash cards, and building access cards, and have other uses. Lost cards, or compromised PINs, raise significant security concerns.

Governance

Many identity management systems were placed into production prior to the institution giving much thought to the complex policy issues that would emerge. How information is stored, used, extracted, released and shared can be subject to a range of privacy laws and regulations, most notably FERPA in the student services realm, and HIPAA in the medical arena. But there are other governance concerns, as well, including (in the title of one presentation), who gets to decide who gets to decide?

Data Protection – The federal government has done a good job of locking down its systems and higher education has become a relatively easy entry with the potential for accessing government records or information. Through policy, universities and colleges can restrict access to data to only those with a legitimate educational purpose.
Data Stewards – For many institutions, a new or renewed look at governance means including data stewards – those responsible for student records, financial records, alumni records, human resource records – in the policy-making process. Data stewards can be in the best position to know of potential areas for leaks or misuse of data.
Role Definition – With the interest in role-based access to resources, one key issue becomes the definition of roles. Governance concerns include defining, for example, a student, then defining the types of services to which the student has access. Roles will become increasingly fine-grained. For example, defining certain staff roles can determine who will have access to otherwise-private student records.

FERPA and HIPAA – These are two major external impacts on governance. The 2008 FERPA update takes into account new technologies and authentication requirements. 

Attribute Release Policies – These are also regulated by FERPA, as well as internal governance policies. In general, institutions must minimize the distribution of personal data. It is necessary to have a means for students to approve or disapprove the release of attributes when they carry non-directory information. 

Outsourcing – With the expansion of access to third-party materials, and outsourcing of various functions, the policy issues become increasingly complex. When outsourcing student email, for example, FERPA still applies, as do other privacy laws and regulations. Colleges and universities need to pay particular attention to contracts and ensure that third-party providers agree to abide by the same policies and regulations as services provided internally.

Lifetime Accounts – Once a student leaves the campus, will the university continue to provide account access for appropriate resources (ordering transcripts, for example)? There are both governance and operational considerations. The governance issues include role definition (as discussed above) and definition of services offered to alumni. The operational considerations include questions about provisioning and de-provisioning services, and support for password resets (assuming those who seldom use their accounts are more likely to forget passwords). 

Provisioning and De-provisioning of Services and Seamless Transitions

“Cradle to endowment services” was a phrase used frequently by CAMP presenters. Colleges and universities provide services to potential students (including those yet to apply) earlier in the recruiting process and continue to provide services to alumni after they leave the campus. Aside from being an argument for role-based access, this increases the complexity of providing seamless transitions from one role to the next.

Ideally, the campus has one consolidated IdM system, making the establishment of roles and groups less complicated. Provisioning services when an individual becomes eligible (and de-provisioning when that eligibility ceases) means significant work on the governance side in terms of defining roles. 

Role-based Access
The presentations and question/answer periods indicated a high interest in using role-based access to services. As mentioned above, having a single source of identity information will greatly simplify this process.

Governance – Developing policies through a governance process that involves stakeholders, including data stewards, will generally produce the best results. Time spent on defining roles, in as detailed a way as possible, will pay off when it comes time for individuals to transition from one role to another.

Multiple Roles – Some individuals may have multiple simultaneous roles with an institution (staff and student, for example). The policies and technology will need to accommodate such cases.

Provisioning/De-provisioning – A well-defined role-based access system will help make the provisioning of services more of an automated process. 
Identity Proofing
Providing online access to more sensitive services, such as financial and loan information, policies and federal laws (including FERPA) are leading to two-factor identity proofing. Other issues raised included:

· methods for proofing distant learners, who may never appear on the campus in person

· determining when to identity-proof a student, given that services are offered much earlier in the student life cycle.

FERPA
The Family Educational Rights and Privacy Act (FERPA) was updated in 2008 to take into account online access and digital records. Some of the issues that this brings to bear:

· Two-factor proofing when financial information is involved

· Developing methods for identity-proofing distance learners and other remote students

· A requirement to deliver a PIN in person or by U.S. mail

· Developing methods for authentication that do not involve widely available information (such as name, date of birth, or student ID number)

· Attribute release policies that take into account the student who wishes to opt-out of the release of non-directory information.

· Policies that limit record access to only those with a legitimate educational interest.

· The use of digital signatures.

Managing Guest and Affiliate Access

Discussions brought to light the difficulties, and varying philosophies, on managing guest access to services and resources. Some institutions provide guests, or what some term affiliates, with user IDs and passwords to access resources. Some combine this with role-based access, which may ease any future provisioning/de-provisioning decisions. Federated access would eliminate part of this potential operational problem, by allowing guest faculty and staff to gain access via their home-campus credentials. 
