INFORMATION TECHNOLOGY COMMAND CENTERS

An alternative location needs to be identified as an IT command center for the restoration of critical services during emergencies or disasters when the primary locations are expected to be inaccessible or non-functioning for more than the maximum tolerable downtime.

The IT command center is intended to provide a venue from which decisions can be made and implemented regarding restoration of critical applications which have been disrupted due to the nature and/or extent of an emergency.  The center should include copies of all disaster/emergency recovery plans as well as the logistics and facilities for communication and implementation of plans.  Staffing at the center will be in communication with the University administration to determine the extent and impact of an emergency and with IT technical staff to implement emergency plans.

The command center should be located outside the Morningside gates, but within a reasonable walking distance for access by staff responsible for implementing the plans.  The location should include:

· Laptops with modems and cdrw

· Small, standard Columbia configuration, Unix server

· Integrated printers/faxes/copiers with paper/cartridges

· UPS and generator/fuel storage

· Power strips

· Phones independent of the Rolm switch for outgoing calls

· VoIP phones

· Cell phones/chargers

· Two-way radios/chargers/batteries

· White boards/ flip charts and markers/tape

· Flashlights/batteries

· First aid kits

· Fire extinguisher

· Blank writable CDs

· Tools (screw drivers, soldering equipment, etc.)

· Hand truck

· Snacks

· Bottled water

· Digital camera/batteries/charger

· Television with cable TV connection

· Portable radio and batteries

· Copies of all IT disaster/recovery plans including:

· Level of criticality of each application/resources including identification of subsets of functionality deemed most critical

· Maximum time an application/resource can be tolerated as unavailable and any timing issues such as time of year, weekday/weekend, etc.

· Impacted organization/population and contact list

· Trained personnel required including all means of contact

· Systems – hardware configuration and base platform software

· Software packages and configurations

· Data – backup schedule, offsite site storage, time required to recover

· Required communications between systems

· Dependencies on other applications/resources in order to function

· Means for secure remote communications

· Key vendor contacts and their backup people-phones, cells, emails, faxes

· Key university contact information – Security, Facilities, Admin, Residence Life, Housing, etc.

Copies of IT disaster/recovery plans should be distributed to all staff potentially involved in recovery efforts.   Electronic as well as paper copies should be kept in the IT command center.

Leadership of the IT Command Center will be on a scheduled basis, with key management staff from AIS and AcIS in charge on a monthly rotation, where there are primary and secondary leaders each month.  In a given month, the primary and secondary leaders each represent AIS and AcIS, where the secondary leader becomes the primary leader the following month.  A calendar has been developed identifying the schedule of leadership on an annual basis.

As part of a preparedness effort, all staff potentially involved in recovery efforts should be trained in the procedures to be followed to recover all applications, the location of resources to be used, the chain of command to decide when such a plan should be followed, the list of administrators responsible for University emergency management, and means for establishing contact.  Also, all resources at the command center need to be tested and refreshed on a scheduled basis to insure availability when needed.

