BC PLAN

POTENTIAL SINGLE POINTS OF FAILURE

LOCATION/GEOGRAPHY
campuses, metro area, flood plain, avalanche, …
FACILITIES




INFRASTRUCTURE

power

generators/fuel

air conditioning

Verizon lines-data, voice, high speed network connects

network topology

dial-up facilities

environmental conditions/hazards

central organization, schools, or admin units

SYSTEMS



lost

damaged

can’t be “touched”

DATA




lost

not accessible

PEOPLE



not 24x7 staffing; off hours not on campus

no/limited transportation

not reachable via communications-voice, Internet, cell,…

disabled

unsafe conditions

evacuated

can’t leave campus – government enforced, unsafe






not cross trained






insufficient backup of skills

DOCUMENTATION

must document critical/emergency procedures and 

  recovery procedures

must assume that “usual” trained people are unavailable

need for depth of cross training

docs must be available to all potential users, not just on one 
  local system or in one place
vendor contacts-office, cell, IM, etc.

