Emergency and Disaster Planning

Resource or Application Analysis
Parameters need to be identified for each resource or application to determine its criticality or its time tolerance for being unavailable.  Also, for each application, levels of functionality need to be determined so that, in the event of an emergency, only those mission critical components can be supported.
Mission Critical Applications
Applications or subsets of applications that need to be restore with the highest priority, i.e. as fast as possible, using whatever resources are necessary.  In some instances, alternative means for operations (even manual data collection or processing) may be necessary during the recovery.  The maximum amount of acceptable downtime is measured in hours, with specific timing defined per application.  Health and life safety issues are typically mission critical, while some communication issues are mission critical.
Essential Applications
Applications that are essential, but can tolerate unavailability for defined periods of time and may involve alternative means for operations (even manual data collection or processing) during the emergency or outage.  The maximum amount of acceptable downtime for total unavailability is measured in days, with specific timing for partial availability defined per application.  The maximum length of acceptable downtime may vary according to the time of year.  Most business continuity issues and some communication issues are essential.
Discretionary Applications
Applications which can wait until the disruption ceases and normal operations can be restored.

Levels of Emergency

Localized or Temporary Emergencies
Functional units should have documented plans for dealing with localized emergencies such as individual system failures, temporary power outages, temporary loss of required HVAC, localized smoke conditions, etc., where temporary means the resource is expected to be functional within the tolerance of the application being unavailable.  Localized emergency plans should cover emergencies at the floor or building level.  Such emergencies may prevent personnel from access to systems or locations for health and safety purposes.

Extended Emergencies and Disasters

Extended emergencies and disasters include those situations when resources are unavailable or inaccessible for extended periods of time due to building, campus, or larger geographic area involvement.  Resources (locations, power, HVAC, etc.) will be unavailable or inaccessible for a period longer than can be tolerated by the application.  Examples of disasters may include weather, earthquakes, accidents, health crises, civil disorder, terrorism, fire and/or flood damage, criminal investigations, building safety issues, etc.  In such instances, plans need to be available to support required applications from an alternative location using alternative resources.

