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How to begin Business Continuity Planning:
Identify Threats:
· Prepare a threat matrix; please prioritize!

· Review the “threats” most probably against your highly critical windows.  (You need to identify them!)  e.g. northeast:  end of the semester-snow/ice storm problems with grading. Develop alternate plans, set up process to monitor weather etc, change your deadlines if possible to allow the processes to be done before the storm.

· Review most probable threats; see if there is any mitigation that can be done to ameliorate them.  (strikes? Student unrest? Urban crime creep?)
Mitigation:

Where are there areas that we might be able to prevent outages or problems?

· UPS;
· Generators;
· Redundant servers;
· Redundant office space ready to use (with back up power);
· Laptops;
· Electronic documentation in an easy, transportable form;
· Emergency list;
· Vendors who could help with emergency equipment, office, etc;
· Emergency alert system;
· Evacuation plans, rules for leaving campus;
· On call procedure:  who will be called on to “help” in a major outage;
· Good emergency protocol and plans linked with Business Continuity Plan;
· Clear definition of when to activate the continuity plan;
· Human resources issues/contract issues planned for;
· Identify areas that might be high probability of outage….move them if they support critical processes.
IT Redundancy for Business Continuity Planning
Cloud Services:

Email

Move other services to “cloud”/SaaS (eg LMS, shared file services (google docs) etc)
ISP:
two lines coming into different geographical locations from different providers

DNS server

Redundant “fail over” for DNS services

Web Page:

Off site service for an emergency web page

Critical Applications:

Mirroring

Back up site/collaboration agreements

Learning Management Systems:

Outsourced 

Redundant servers

Collaborative agreement

Printers/peripheral services:

Make sure you consider these kinds of things for your critical applications;

(e.g. folder sealers, MICR print toner cartridge, special paper/checks/forms)

Business Units Business Continuity Planning
· Identify critical business processes

· Identify allowable outage timeline

· Human resources:  cross training, work from home, other options?

· Office space:  where else can my unit work?  

· Emergency kit:  passwords, documentation, instructions (how to’s), scheduled of processes, manuals, URL’s, thumb drive with electronic copies of processes, docs, spreadsheets etc)

