Create your IT DR Plan

2010 Educause Pre-conference Seminar 04P

Welcome, Overview, and Template 3: Crisis Communications

Welcome to the afternoon workshop entitled, “Create your IT Disaster Recovery Plan;” please open your home work assignments now. If you are in the wrong workshop, now is the time to leave. 

(pause)

Did I catch you off guard?  Crises are like that: heart pounding, stomach-dropping, mind racing with questions like “what” and “why me?” And THIS workshop is designed to help you step out of the emotional chaos by writing your response plan right here.

· When you leave this 3.5-hour workshop, you will have written 5 or 6 critical pieces of your IT DR plan.  You won’t be able to fill in all the details for every template, but if you were asked, “do we have a plan?” you could safely answer “yes!” and you can always assign completion of the template details to other staff members when you arrive back at your campus.

· Templates 1& 2 were sent to you on September 29 as pre-workshop homework.  If you didn’t get them or didn’t have time to finish them, that’s okay.  All the pages for the workshop templates were sent to you last night in a Word document, and that same Word document template is available now on the Educause web site.  http://www.educause.edu/E2010/Program/SEM04P
· We’ll collect workshop evaluations at the end; feel free to leave if you need to take a call, but please silence your phone ring tones and other sounds during the workshop.

So let’s get started.  The presentation tool I’m using in the first part of this workshop presentation is called Prezi.  I’m using it to make you think about communications in a different way because my part of this presentation is focused on crisis communications.
1. When you write your DR plan, you may not know when or why you will actually use it.  Perhaps a fire forces your building's occupants to evacuate or a flood cuts off your entrance and exit options.  Or reports of a shooter confine you to your current location, or an earthquake destroys or damages all your equipment.  Perhaps a hurricane forces your evacuation, cuts off your transportation options, confines you to a refugee location, AND destroys or damages some or all your equipment. 
2. Hopefully - none of these incidents will actually occur at your campus and you can just consider "what if" scenarios at a distance. 

3. Writing your DR Plan from a safe distance gives you a chance to plan logically and to review your plans with a cool head. Today, we’ll focus on communications, evacuations, and inventories, which are three aspects of a strong DR plan. 
4. You'll need an inventory in case part of your building is destroyed or desktop and/or infrastructure resources are damaged. This may actually be the most time-consuming but easiest part of the plan to write because you need the least buy-in from other departments to make an inventory of critical equipment.
5. Depending on your own IT division's role, your inventory may include classroom equipment in addition to IT staff machines and data center contents.  Inventories will be covered in the third hour of this workshop.
6. While you are thinking clearly, make a plan.  Think of it as a simple checklist. Your university mission statement will guide your priorities, probably something like this: 
a. Provide safety to students, staff and faculty members; 
b. Protect assets and intellectual property of the university community; 
c. Coordinate unit response and recovery activities under the direction of the university's crisis management team (CMT); 
d. Maintain communications with the CMT and university community before, during and after an emergency event and; 
e. Develop strategies for resuming normal functions after emergency conditions subside. 

7. Your plan needs to take shape as a written document:  something anyone could refer to in your own absence. 
8. Your plan must consist of simple written directions that can be followed by someone who has to step into your own role if you are absent or injured.  Of particular importance is your evacuation plan and we’ll be covering that in the second hour of this workshop. The Evacuation plan is also time-consuming, but it is one of the easier parts of the DR plan to write because only a little buy-in from other departments is required to create an evacuation plan for your IT staff and buildings.
9. Write it as if you are watching your colleagues from a distance but can’t communicate with the person actually taking the actions.

10. Part of your written plan should include who will send the messages, and who will receive the messages, and what channels you will use to distribute the messages.  The Communications part of your DR plan is one of the most difficult parts to write because it requires buy-in from almost every department.  You have to get approvals from the highest administrators in IT, and you have to pre-plan and write messages for applications and systems that might go down, which no one likes to admit could happen.
11. If possible, write and get several generic messages approved now, before you need them.  Then when you have to reach for your crisis plan, your message is prepared and only needs date or other minor tweaking before you send it.  Even if you  draw a blank like I did two weeks ago, your plan will take over.
a. Two weeks ago, I walked into my office, booted up my desktop computer and walked over to say good morning to a colleague on the way to get my morning coffee.  She needed a document she hadn’t been able to find and I said, “no problem, I’ll email it to you right now.” So before coffee, before checking my calendar, I attempted to email a document across the hall.  Except I couldn’t log into email.  At all.  Not through thunderbird, not through webmail.  Happy Tuesday morning to me!  I call the Help Desk: “have you had any reports of email problems?”  Yes, several. “Okay,” I reply, “I’ll send out an IT-Alerts.”  Except, IT-Alerts messages are distributed to most people via email.  What next?  Oh yes, alert the IT staff immediately, I can send a text to their cell phones.  I need my non-Rice email account to do that.  But it has a specific format for the subject, or it will be rejected by the system.  How does the subject have to be written?  Do I look in our online documentation?  No time to search online.  But I had already written that down in the Crisis Communications binder.  Flipping to the appropriate page in the binder,  I send out the text message and follow up with IT-Alerts, which updates our web sites.
b. The nice thing about our IT-Alerts is the distribution of multiple messages from a single update. The RSS feed populates several websites and applications and sends out an email message to subscribers, including all IT staff. 

i. IT-Alerts - https://docs.rice.edu/confluence/x/vAnNAQ
ii. IT web page: http://it.rice.edu/
iii. IT Systems Status page: https://my.rice.edu/ITAppStatus/
iv. Webmail page: https://webmail.rice.edu/
v. Course Management Login page: https://owlspace-ccm.rice.edu/
vi. University Portal: https://my.rice.edu
c. Additional updates can be distributed through Twitter and Facebook.

d. Critical announcements can also go out via voicemail broadcast.

12. Our written plan also known as “the binder,”is updated once each year, at the beginning of hurricane season, and I still continue to reference it, three or four years after its inception. http://www.educause.edu/wiki/Crisis+Communications
13. Now it is your turn.  As you prepare to complete Template #3, take a few minutes to discuss this question with your neighbors.  I’ll call on each group for your answers in 15 minutes.
14. Discussion Question: How do you communicate critical information immediately to IT employees?
