

Confidential Data Use and Storage Survey


INSTRUCTIONS
Please fill out one form for each system and information repository covered by your group that may contain confidential or protected data, regardless of how often they are accessed, or how critical it may be to your business operations. The Functional Groups should address the Enterprise systems (e.g. Peoplesoft, Genesys, SIS, Gambit, etc). The Campus Groups should focus on systems unique to their areas or 'shadow' systems created to carry out local business practices, etc.

Fields that are required are marked with an asterisk (*).

ABOUT THE SYSTEM OR DATA REPOSITORY

System Name


*

Description


*

ABOUT THE DATA

Type

What type of confidential/protected data are involved in this system?*

Social Security Numbers

Credit card numbers

Name & DOB stored together

Donor information

Bank account numbers

Passport numbers

Driver's license numbers

Other

Other(description):

Source

What is the source, or input, of the confidential/protected data (e.g. transferred from other systems/individual collection or input, application forms)?

*

Quantity

How many records or how much confidential/protected data is contained in this system or repository?

*

STORAGE & LOCATION

Location

Where is this confidential/protected data stored?*

Work desktop

External hard drive

Work server

Data warehouse

Filing cabinet (lapt) Laptop

Home computer

Flash drive/CD/DVD

Blackberry/smart phone/PDA

Other

Other (description)

Backups

If backups are made of these confidential/protected data, in what format are they made and where are they stored?

Security

How is the storage secured? Please include descriptions of both electronic and physical security.

*

ACCESS & DISTRIBUTION

Access

Who has access to this system and its data?*

A few departmental employees

Many departmental employees

Many Georgetown employees

Non-Georgetown personnel

Other

Please specify what type of access these parties have to the system or repository (e.g. read only, access to database)

Please list brief job descriptions (e.g. people who recruit athletes) for the people who have access.

Are there particular analysts that make regular use of confidential/protected data from this system? Please describe how these analysts use the data.

Describe why these positions require access to the confidential/protected data.

Output

Does the system generate output, such as reports, with confidential/protected data?*


Yes 

No

Distribution

If the reports are generated in electronic format, how are they distributed?

E-mail

GUShare

Shared departmental drive

Phoenix drive

Other

Other (description)

To whom are they distributed?

System Integrations

Does this system feed other systems with confidential/protected data?*


Yes 

No

If Yes, please describe which systems receive these data?

Other

Please include any other details on the system output and distribution that may be relevant.

HISTORY OF THE SYSTEM & DATA

Please describe how you treat historical data (e.g. legacy systems or archives with confidential/protected data)

If possible, provide a timeline for when the collection of confidential/protected data began with this system or any legacy system used in the same capacity.

ABOUT THE BUSINESS PROCESS

What business processes are supported by this system?*

Human Resources

Student admissions

Student records

Donor relations

Alumni relations

Research

Teaching & learning

University finance

Facilities management

Other

Other

How are confidential/protected data used or required by this system?

Contact

Who are the primary contacts for this system? Please list their names, NetIDs,and telephone extension.

*

ADDITIONAL SYSTEMS

Do you have any computers located in your office that are not being used anymore?*


Yes 

No

UNIVERSITY TASK FORCE COMMITTEES
If you serve in a Campus Task Force Committee, select it here.


Main Campus


Medical Center


Law Center


University Services


I don't know/am not on a campus committee

If you serve on a Functional Task Force Committee, select it here


Finance


Students


HR


Facilities


Research & Regulatory


Scholarly


Advancement


I don't know/am not on a functional committee

Do you have additional systems to report on?


Yes - Go to a new form


No - I have finished

* Indicates a required field.


