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Assess your
information 
security program:
Use the Information Security 
Program Assessment Tool

Develop or enhance your institution’s information
security and data privacy awareness plans:
Use the Annual Campus Security Awareness 
Campaign and Data Privacy Resources

Connect with the higher ed 
information security or privacy
community:
Join the Security or
Privacy Community Group

2

Improve the
information
security posture
of your campus:

Advance your information
security career:
Attend the Security Professionals 
Conference

5 Key Resources
Security and Privacy

Source for data points 1–5: EDUCAUSE Core Data Service, 2018

US institutions part of three or more 
multi-institutional collaborations 
related to information security

51%

Central IT spending on 
information security 
(including identity and 
access management) as 
a percentage of total 
central IT spending

4%of institutions have a dedicated person whose
primary responsibility is information security41%

Commonly deployed
standards or frameworks:

0% 100%50%

NIST 800-53/FISMA

33%

NIST Cybersecurity Framework

32%

NIST 800-171

31%

Consult The Information
Security Guide

Click on any resource or data point to learn more.

Percentage of institutions with mandatory information 
security training for students and faculty or any staff:

49%Students

Faculty or any staff 85%

https://www.educause.edu/research-and-publications/research/core-data-service
https://library.educause.edu/resources/2015/11/information-security-program-assessment-tool
https://www.educause.edu/focus-areas-and-initiatives/policy-and-security/cybersecurity-program/awareness-campaigns
https://www.educause.edu/research-and-publications/research/core-data-service
https://www.educause.edu/research-and-publications/research/core-data-service
https://www.educause.edu/focus-areas-and-initiatives/policy-and-security/cybersecurity-program/resources/information-security-guide
https://www.educause.edu/community#?page=1&sortBy=relevance&sortOrder=asc&categoryTagField_search=Privacy,%20Security,%20and%20Policy
https://events.educause.edu/security-conference
https://www.educause.edu/research-and-publications/research/core-data-service
https://www.educause.edu/research-and-publications/research/core-data-service

