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[bookmark: _30j0zll]1.0	DRP Overview
The [unit name] Disaster Recovery Plan (DRP) identifies IT assets (systems and services) and defines procedures and teams pertinent to the detection, triage, assessment, and remediation of disasters affecting IT resources, including assets and data.
[bookmark: _1fob9te]1.1	Purpose
The purpose of the DRP is to facilitate the timely and effective restoration of critical IT resources following a disruptive event. The DRP defines a disaster response framework that guides the assessment of and response to disasters while maintaining the flexibility necessary to adapt to disasters of varying scope and impact.
[bookmark: _3znysh7]1.2	Scope
The DRP applies to IT - including its staff, systems, and services - and to other staff essential to response efforts. It applies to any disaster.
The following are in scope for the DRP:
· Characterization of disasters
· High-level procedures for disaster recovery
· Teams responsible for disaster recovery
· An asset inventory (snapshot)
· A contact list (snapshot)
· A business impact analysis (BIA)
· System dependencies/prioritization
· A risk assessment

The following are out of scope for the DRP:
· Initial incident response procedures (prior to escalation to disaster)
· Detailed procedures for restoring IT resources (these are to be maintained by individual Disaster Recovery Teams)
· Threats to the physical security and safety of people and facilities
[bookmark: _2et92p0]1.3	Objectives
The principal objectives of the DRP are to:
· To minimize interruptions to the normal operations.
· To limit the extent of disruption and damage.
· To minimize the economic impact of the interruption.
· To establish alternative means of operation in advance.
· To train personnel with emergency procedures.
· To provide for smooth and rapid restoration of service.

[bookmark: tyjcwt][bookmark: _3dy6vkm]1.4	Strategy
To minimize interruptions of services due to catastrophic events or hardware failures, IT has implemented redundancies in equipment and a robust backup and recovery program.
Should a disruptive event occur, the strategy for incident response, generally, is “restoration without escalation.” Where feasible, normal operations should be recovered and restored without escalating the incident to a disaster and invoking the disaster response procedures.
Should normal operations be irrecoverable in a short timeframe, the disaster response procedures guide appropriate recovery and restoration efforts. 

[bookmark: 1t3h5sf][bookmark: _4d34og8]1.5	Assumptions
The DRP is based on the following assumptions:
· Human safety is of the highest importance and takes precedence over the recovery and restoration of equipment and data.
· Inaccessibility or loss of the primary location for an extended period of time has a significant adverse impact on operations.
· Depending on the nature of the disaster, recovery and restoration of prioritized, normal operations will be achievable by implementing some or all of the procedures in the DRP.
· The DRP guides the assessment, prioritization, recovery, and restoration of prioritized, normal operations.
· Adaptation of the procedures described herein may be necessary, and teams have the autonomy to identify the appropriate procedures for a particular disaster.
· Detailed procedures for recovery and restoration of IT resources are maintained separately by the responsible Disaster Response Teams.
· The DRP will be updated upon significant administrative, operational, or technical changes or upon identification of gaps following implementation, testing, or review.
· The DRP will be reviewed and approved by [indicate approval authority] annually or upon significant administrative, operational, or technical change.
[bookmark: _2s8eyo1]1.6	Maintenance
The DRP is a living document; as such, it is subject to change and review.
The DRP shall be reviewed at least annually. Relevant administrative, operational, or technical changes within the institution should be accounted for and integrated into the DRP. Significant changes to the DRP shall be approved, communicated to all stakeholders, and integrated into testing exercises.
1.6.1 Revision Log
	Date
	Name
	Revision
	Version

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



[bookmark: _17dp8vu]1.7	Testing
Disaster recovery exercises are an essential part of disaster preparedness and DRP maintenance; they provide opportunities to evaluate and improve the DRP and to build familiarity with and confidence in the response process and in staff capabilities. In a DRP exercise, there are no failures—only opportunities for improvement. Everyone who participates in these exercises learns from the experience.
The DRP should be evaluated by carefully considering or simulating the circumstances within which it must apply. Thorough evaluation provides the best opportunity to identify and address any potential gaps in the DRP and helps ensure greater success when the DRP must be called upon during a real disaster. Management’s commitment to the planning and testing processes is crucial in obtaining support from stakeholders and essential personnel.
[bookmark: _3rdcrjn]1.8	Distribution
Official digital and hard copies of the current version of the DRP will be available in the following locations (at a minimum) and shared with appropriate stakeholders:
· CISO
· Stakeholder #2
· Stakeholder #N
· Online drive for Disaster Recovery 
· Location #2
· Location #N

[bookmark: _26in1rg]2.0	Disaster Response
Prior to mobilizing teams and before a disaster can be declared, incident assessment and classification takes place. This section describes what constitutes an incident, the various incident classification levels, and other decision considerations.
Disruptive event: An event that requires the execution of a plan or procedure to recover from operational loss. A disruptive event may be classified as an incident or a disaster according to severity.
Cyber incident: a technology-related incident that has, or is likely to jeopardize the safety and security of human life or the institution’s operations, physical assets, or IT resources (including data).
Disaster: An event that has or is reasonably likely to result in significant disruption to the institution’s  operations or significant impact to the integrity or availability of IT resources.
Disasters differ from cyber incidents in that they primarily impact the integrity or (especially) the availability of IT resources and may result in extended disruptions to institutional operations Generally, recovery from a disaster requires more time and other resources and involves recovering operations from a secondary location.
Disruptive events may be escalated to disasters depending upon their severity and upon the successfulness or unsuccessfulness of initial recovery efforts.

[bookmark: _lnxbz9]2.1	Disaster Definition
[bookmark: _35nkun2]2.1.1	Asset Unavailability
A disruptive event may result in the unavailability of one or more assets (systems or services).
	Incident Criteria
	Disaster Criteria

	· 12 hours to 2 days of downtime
	· 3 days or more of downtime
· Inability to restore asset at production location


[bookmark: _1ksv4uv]2.1.2	Building Inaccessibility
A disruptive event may result in the inaccessibility of an operating location. Decisions about building accessibility may be made by third parties (e.g., Public Safety, fire department, etc.).
Examples of building inaccessibility include:
· Structural damage resulting in building closure
· Chemical spill resulting in local road closures
· Local lockdown or state of emergency in area surrounding Computing Center
	Incident Criteria
	Disaster Criteria

	· 12 hours of inaccessibility
	· 1 day or more of downtime
· Inability to remotely operate assets


[bookmark: _44sinio]2.1.3	Power Outage
A disruptive event may result in a power outage affecting an operating location.
	Incident Criteria
	Disaster Criteria

	· 4 hours to 1 day of downtime
	· 2 days or more of downtime


[bookmark: _2jxsxqh]2.1.4	Staff Unavailability
A disruptive event may result in the unavailability of sufficient staffing to operate assets.
Examples of staff unavailability include:
· Major road closures preventing staff attendance
· Pandemic or other public health crisis affecting large numbers of staff
	Incident Criteria
	Disaster Criteria

	· 12 hours to 2 days of unavailability
· 70% critical staff availability
	· 3 days or more of unavailability
· 50% or less critical staff availability




[bookmark: _z337ya]2.2	Disaster Recovery Procedures
Below is a high-level overview of the disaster recovery process. Each item is described in detail in the following subsections.
1. Activate the DRP as a result of incident escalation.
2. Assess the disaster for scope and impact, and determine the appropriate course of action.
3. Remediate the disaster.
4. Communicate the incident details, as appropriate.
5. De-escalate the disaster and conduct an after-action review.
[bookmark: _3j2qqm3]2.2.1	Incident Escalation and Activation of the DRP
IT routinely detects and responds to incidents without the need for escalation. During the course of normal incident response activities, [specify who has the responsibility in the unit] may declare a disaster depending on the extent of disruption of operational capacity. Other stakeholders may be engaged, as appropriate.
When an incident is escalated and the DRP activated, [who is authorized to do this for the unit] will convene the critical incident management team (CIMT).
· The CIMT Leadership Group (Leadership Group) will oversee strategic disaster recovery activities across the institution.
· The CIMT Operations Group (Operations Group) will support disaster recovery by providing technical expertise and conducting triage, assessment, and remediation activities.
The CIMT Leadership Group will identify and secure appropriate secondary locations, including workspaces and lodging, to support disaster recovery efforts.
Internal communications, from the decision to escalate to resolution and de-escalation, must include General Counsel to preserve attorney-client privilege. 
[bookmark: _1y810tw]2.2.2	Assessment
The Leadership Group, with the assistance of the Operations Group, will assess the incident and identify appropriate recovery tactics.
The Operations Group will assess and report on the scope and impact of the disaster, including:
1. Identifying affected IT resources
2. Identifying and notifying affected business partners
3. Identifying, in conjunction with business partners,
a. Recovery objectives (recovery time objective, recovery point objective)
b. Resources available to support remediation activities
c. Feasibility of remediation options
The Leadership Group may engage a third party IT firm to assist with recovery activities and remediation of a disaster. [Who?] will oversee the activities of any IT firm engaged for disaster recovery.
Based on the assessment, the Leadership Group will determine the appropriate remediation strategy and notify stakeholders.
[bookmark: _4i7ojhp]2.2.2.1	Involvement of Third Parties
During the Leadership Group’s initial meeting and throughout the process thereafter, the Leadership Group will jointly determine whether to involve third parties in the disaster recovery process. Third parties may include:
· External counsel
· The institution’s cybersecurity insurer
· Law enforcement agencies, including local police and the FBI
· Local, state, and federal disaster management organizations
· Third party service providers whose systems or services may be affected
· Public relations, forensics, or incident management firms
Engagement of third parties will be initiated by General Counsel to preserve attorney-client privilege.
[bookmark: _2xcytpi]2.2.3	Remediation
The Operations Group, at the direction of the Leadership Group, will remediate the disaster and work to restore normal operations.
The Operations Group will be responsible for reporting to the Leadership Group the progress of disaster recovery activities with respect to the restoration of IT resources and business processes. Other individuals may report on the progress of additional activities, such as debris removal, decontamination, and other health and safety activities.
[bookmark: _1ci93xb]2.2.3.1	Communication
The Leadership Group will identify appropriate communications and will work through appropriate channels to communicate to individuals, groups, agencies, the media, and the public, as needed.
[bookmark: _3whwml4]2.2.3.2	Recovery
The Operations Group will recover mission critical infrastructure, systems, and data at the DR site.
Essential recovery activities include:
1. Identify and secure secondary locations for restoring operations as well as accommodations for recovery personnel
2. Establish a reporting method to track recovery progress
3. Convene and briefing appropriate disaster recovery team
4. Recover operations at secondary location
a. Retrieve backups and equipment to restore operational capacity
b. Rebuild systems at the secondary location
c. Restore services and data at the secondary location
d. Conduct validation and integrity tests
e. Verify successful restoration of operational capacity
f. Transfer production processes to secondary location
g. Turn operations over to business partners
5. Communicate recovery status to stakeholders
6. Conclude recovery.
Operations Group representatives from affected units will verify the successful recovery of operational capabilities in connection with technical restoration efforts. Following verification, units will resume operations using the DR site and any other secondary locations.
[bookmark: _2bn6wsx]2.2.3.3	Restoration
The Leadership Group will assess the viability of restoration efforts at the [unit’s] primary location(s). When restoration is viable, the Leadership Group will direct the Operations Group to restore operational capability at the primary location(s).
Essential restoration activities include:
1. Assess primary locations for safety, security, and accessibility
2. Restore primary locations to operational capacity
3. Assess, in conjunction with business partners,
a. Status of operations recovered at secondary locations
b. Restoration timelines
4. Establish a reporting method to track restoration progress
5. Recover operations at primary location
a. Retrieve backups and equipment to restore operational capacity
b. Rebuild systems at the primary location
c. Restore services and data at the primary location
d. Conduct validation and integrity tests
e. Verify successful restoration of operational capacity
f. Transfer production processes to primary location
g. Turn operations over to business partners
6. Communicate restoration status to stakeholders
7. Deactivate secondary location
8. Deactivate remaining temporary response measures (e.g., notices, redirects, etc.)
9. Conclude restoration.
Operations Group representatives from affected units will verify the successful restoration of operational capabilities in connection with technical restoration efforts. Following verification, units will resume normal operations at their primary locations. The Operations Group will then deactivate the DR site and any outstanding restoration mechanisms (e.g., redirects or notices) and the Leadership Group will de-escalate the disaster.
[bookmark: _qsh70q]2.2.4	De-escalation and Review
Upon remediation and de-escalation of a disaster, the Leadership Group will meet to review the disaster and recovery in order to identify potential improvements to the [unit’s] protocols or this plan.


[bookmark: _3as4poj]3.0	Teams
[bookmark: _1pxezwc]3.1	Critical Incident Management Team (CIMT)
[bookmark: _49x2ik5]3.1.1	Leadership Group
The CIMT Leadership Group is composed of key leaders of [unit] as well as the staff most essential to coordinating disaster recovery efforts. The Leadership Group directs and oversees disaster recovery efforts at the institutional level.
The Leadership Group is convened when [what leaders/members] escalate an incident to a disaster and initiate the disaster recovery procedures. From this point until operations have been fully restored to normal conditions, the Leadership Group will coordinate recovery and restoration efforts at the institutional level.
[bookmark: _2p2csry]3.1.1.1	Members
The standing members of the Leadership Group are:
· Member #1
· Member #2
· Member #3
· Member #N
· Representatives from other institutional areas, as appropriate
The Leadership Group may jointly agree to involve additional, external stakeholders:
· External counsel
· The institution’s cybersecurity insurer
· Law enforcement agencies, including local police and the FBI
· Local, state, and federal disaster management organizations
· Third party service providers whose systems or services may be affected
· Public relations, forensics, or incident management firms
	Role/Representative Area 
	Name 
	Contact (2 methods)
	Alternate

	Chief Information Officer 
	 
	
	

	Chief Information Security Officer 
	 
	
	

	Chief Privacy Officer/Data Officer 
	 
	
	

	Human Resources 
	 
	
	

	Risk Management 
	 
	
	

	General Counsel 
	 
	
	

	Business and Finance 
	 
	
	

	Cybersecurity Director 
	 
	
	

	Faculty Representative 
	 
	
	

	IT Director(s) 
	 
	
	

	Dean of Students 
	 
	
	

	Campus Law Enforcement 
	 
	
	

	Enterprise Infrastructure 
	 
	
	

	Network Infrastructure 
	
	
	



[bookmark: _147n2zr]3.1.1.2	Responsibilities
The primary responsibilities of the Leadership Group include:
1. Directing and overseeing disaster response efforts at the institutional level.
2. Identifying appropriate disaster recovery tactics, which may include, as necessary:
a. Notifying government or other third-party agencies or officials
b. Notifying the institution’s cybersecurity insurer
c. Notifying….
d. Activating appropriate business continuity protocols (e.g., remote work, manual workarounds)
e. Preparing and issuing press releases
f. Involving law enforcement (e.g., the FBI)
3. Ensuring adequate resources are available for disaster response efforts.
4. Producing reports regarding the disaster and response.

[bookmark: _3o7alnk]3.1.2	Operations Group
The CIMT Operations Group is composed of key IT leaders and staff of [unit] most essential to operational disaster recovery activities. The Operations Group performs disaster recovery at the technical and operational level.
The Operations Group is convened when [what leaders/members] escalate an incident to a disaster. From this point until operations have been fully restored to normal conditions, the Operations Group will execute recovery and restoration efforts within IT and liaise with [unit] partners, the Leadership Group, and other stakeholders.
[bookmark: _23ckvvd]3.1.2.1	Members
· Member #1
· Member #2
· Member #3
· Member #N
· Other IT staff, as appropriate
· Local support providers of affected systems and services
· Other individuals, as appropriate
[bookmark: _ihv636]3.1.1.2	Responsibilities
The primary responsibilities of the Operations Group include:
1. Further investigating the disaster to identify the affected IT resources and business processes and reporting to the Leadership Group their findings and recommendations.
2. Implementing, at the direction of the Leadership Group, disaster recovery efforts at the technical and operational level.
3. Convening and overseeing Disaster Recovery Teams (DRTs).
4. Collaborating with internal and external teams, business partners, clients, and vendors.
5. Managing DRT member needs (e.g., meeting locations, food, transportation, lodging, supplies), as necessary.
6. Cooperating with the FBI, investigative consultants, and service providers as necessary to assess and recover from disasters.
7. Producing reports regarding disasters for the Leadership Group.
[bookmark: _32hioqz]
[bookmark: _1hmsyys]3.2	Disaster Recovery Teams (DRTs)
The Disaster Recovery Teams (DRTs) are composed of key members of IT units as assembled by the DRMT. DRTs execute response efforts within their areas of expertise.
DRTs are generally responsible for the following:
1. Developing and maintaining DR documentation (procedures, scripts, etc) for the recovery of IT systems.
2. Recovering normal operations within established timeframes following a disaster.
3. Collaborating with other teams to coordinate activities and support.
4. Reporting to the DRMT on the status of disaster response efforts.

[Example DRTs]

[bookmark: _41mghml]3.2.1	Communications DRT
[bookmark: _2grqrue]3.2.1.1	Members
	Title/Areas of Expertise
	Name
	Alternate

	
	
	

	
	
	

	
	
	


[bookmark: _3fwokq0]3.2.1.2	Responsibilities
[bookmark: _1v1yuxt]3.2.1.3	Supporting Resources
[bookmark: _4f1mdlm]3.2.1.4	Procedures

[bookmark: _2u6wntf]3.2.2	Data Center DRT
[bookmark: _19c6y18]3.2.2.1	Members
	Title/Areas of Expertise
	Name
	Alternate

	
	
	

	
	
	

	
	
	


[bookmark: _3tbugp1]3.2.2.2	Responsibilities
[bookmark: _28h4qwu]3.2.2.3	Supporting Resources
[bookmark: _nmf14n]3.2.2.4	Procedures

[bookmark: _37m2jsg]3.2.3	[Other] DRT (as needed)
[bookmark: _1mrcu09]3.4.3.1	Members
	Title/Areas of Expertise
	Name
	Alternate

	
	
	

	
	
	

	
	
	


[bookmark: _46r0co2]3.2.3.2	Responsibilities
[bookmark: _2lwamvv]3.2.3.3	Supporting Resources
[bookmark: _111kx3o]3.2.3.4	Procedures

[bookmark: _2r0uhxc]4.0	Communication Plan

Note: Only OCM members of the Communications DRT are authorized to issue direct communications to the media or public regarding a disaster. Other personnel should refer media inquiries to the Communications DRT for routing to the appropriate OCM staff member.
[Example from DR Plan]
Each team lead is responsible for ensuring that team members are informed of the current status of response efforts, their responsibilities, meeting locations, changes in response plans, and other essential information.
· Communicate emergency message online
· Load temporary message to public website 
· Load temporary message to internal website 
· One-time
· Notification of incident/disaster to stakeholders
· Notification of conclusion of secondary location recovery to stakeholders
· Notification of conclusion of primary location restoration to stakeholders
· Ongoing
· Status updates
· Leadership Group to Executive Leadership (e.g., President)
· Operations Group to Leadership Group
· DRTs to Operations Group
· As required
· Contact vendors to assess, recover, and restore operations
· Equipment requests
· Service requests
· Transportation and accommodations, if necessary.
· Contact business partners to notify of or request participation in response efforts
· Contact Public Safety and/or other law enforcement agencies to notify of and investigate criminal activity related to incidents/disasters
· After disaster
· Revert temporary messages/notices

[bookmark: _1664s55]Appendix A: Asset Inventory
The table below is a snapshot of IT’s complete asset inventory as of the publication date of this document.
The most current version of the asset inventory can be found here:
[include table or link]


[bookmark: _3q5sasy]Appendix B: Service Dependency Matrix by Criticality
The table below is a snapshot of [unit’s] complete service dependency matrix as of the publication date of this document. This matrix indicates dependencies between IT services and systems and is used to inform prioritization of recovery efforts.
The most current version of the service dependency matrix can be found here:
[include table or link]



[bookmark: _25b2l0r]Appendix C: Contact List
The table below is a snapshot of contact information for IT staff and other critical employees and third parties as of the publication date of this document.
[bookmark: _kgcv8k]IT Staff

	Name
	Title
	Work Phone
	Alt Phone
	Work Email
	Campus Address

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



[bookmark: _34g0dwd]Other Stakeholders

[bookmark: _1jlao46][Stakeholder #1]
	Name
	Title
	Work Phone
	Alt Phone
	Work Email
	Campus Address

	
	
	
	
	
	

	
	
	
	
	
	



[bookmark: _43ky6rz][Stakeholder #2]
	Name
	Title
	Work Phone
	Alt Phone
	Work Email
	Campus Address

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




[bookmark: _39kk8xu]External Contacts

External/Vendor Contacts
	External Contact
	Primary #
	Secondary #
	Contact Person
	Contact Email
	Note

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	








[bookmark: _48pi1tg]Appendix D: Risk Assessment
There are many potential disruptive threats which can occur at any time and affect the normal business process. We have considered a wide range of potential threats and the results of our deliberations are included in this section. Each potential environmental disaster or emergency situation has been examined. The focus here is on the level of business disruption which could arise from each type of disaster.
Probability is indicative of quantitative frequency of event occurrence
· Very high: >1 instance per month
· High: >1 instance per year
· Moderate: <1 instance per year
· Low: >1 instance per 10 years
· Very low: >1 instance per 25 years
Impact is indicative of qualitative effect of an event
· Total destruction: Total loss of IT resources, including facilities; may take up to or over one month to recover
· Severe destruction: Most services impacted; missions not being achieved; may take over one week to recover
· Moderate damage: Extensive or persistent impact on missions and services; operations may continue at basic level; recoverable within less than one week
· Some disruption: Noticeable but minor service degradation; recoverable within 72 hours
· Minor annoyance: Little to no noticeable disruption; recoverable within 24 hours

	Potential Disaster
	Probability Rating
	Adjusted Impact Rating
	Brief Description Of Potential Consequences, Mitigating Controls, and Remedial Actions

	Flood, water accumulation on lower level subfloor
	
	
	

	Fire
	
	
	

	Hurricane direct hit (Category 4 or 5) 
	
	
	

	Tornado
	
	
	

	Electrical storms, power failure
	
	
	

	Environmental issues, HVAC
	
	
	

	Act of terrorism, sabotage
	
	
	

	Loss of communications network services
	
	
	

	Pandemic, outbreak
	
	
	

	Loss of communications room 
	
	
	


[bookmark: _2nusc19]Appendix E: Glossary
	Term
	Definition

	
	

	
	

	
	

	
	



